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ADMINISTRATION AND 

MANAGEMENT 

OFFICE OF THE SECRETARY OF DEFENSE 
1950 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1950 

SEP 1 2005 

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF 
UNDER SECRET ARIES OF DEFENSE 
ASSISTANT SECRET ARIES OF DEFENSE 
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE 
DIRECTOR, OPERATIONAL TEST AND EVALUATION 
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE 
ASSISTANTS TO THE SECRETARY OF DEFENSE 
DIRECTOR, ADMINISTRATION AND MANAGEMENT 
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION 
DIRECTOR, NET ASSESSMENT 
DIRECTOR, FORCE TRANSFORMATION 
DIRECTORS OF THE DEFENSE AGENCIES 
DIRECTORS OF THE DOD FIELD ACTIVITIES 

SUBJECT: Withholding of Information that Personally Identifies DoD Personnel 

This guidance was previously issued on February 3, 2005, but its importance mandates 
that it be published again to reinforce significant security considerations. 

Organizations outside the Federal Government often approach DoD personnel to 
obtain updated contact information for their publications, which are then made available to 
the general public. The information sought usually includes names, job titles, organizations, 
phone numbers, and sometimes room numbers. 

The Director, Administration and Management, issued a policy memorandum on 
November 9, 2001 (attached) that provided greater protection ofDoD personnel in the 
aftermath of9/11 by requiring information that personally identifies DoD personnel be more 
carefully scrutinized and limited. Under this policy, personally identifying information may 
be inappropriate for inclusion in any medium available to the general public. A December 28, 
2001, memorandum from the Assistant Secretary of Defense for Command, Control, 
Communications and Intelligence (attached) issued a policy limiting publication of personally 
identifying information on web sites. 

The following policy augments the above cited memoranda and is in effect with regard 
to publication of information that personally identifies DoD personnel in publications 
accessible by the general public. In general, release of information on DoD personnel will be 
limited to the names, official titles, organizations, and telephone numbers for personnel only 
at the office director level or above, provided a determination is made that disclosure does not 
raise security or privacy concerns. No other information, including room numbers, will 



normally be released about these officials. Consistent with current policy, as delineated in the 
referenced memoranda issued in 2001, information on officials below the office director level 
may continue to be released if their positions or duties require frequent interaction with the 
public. 

Questions regarding this policy should be directed to Mr. Will Kammer, Office of 
Freedom of Information, at 703-696-4495. 

Attachments: 
As Stated 

cc: Secretary of Defense 
Deputy Secretary of Defense 

--/{..,/,//. /¥-
Howard G. Becker 
Deputy Director 
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ADIHNIITRATION & 

MANAGEMENT 

OFFICE OF THE SECRETARY OF DEFENSE 
1950 DEFENSE PENTAGON 

WASHINGTON, DC 203014950 

November 9,2001 

Ref: OI-CORR-101 

MEMORANDUM FOR DOD FOIA OFFICE$ 

SUBJECT: Withholding of Personally Identifying lnfonnation Under the Freedom of 
Information Act (FOIA) 

The President has declared a national. emergency by reason of the terrorist attacks on the 
United States. In the attached memorandum, the Deputy Secretary of Defense emphasaes the 
responsibilities all DoD personnel have towards operations security and the increased rialcs to US 
military and civilian personnel, DoD operational capabilities, facilities and resources. All 
Department of Defense per&9nnel should have a heightened security awareness concerning their 
day-to-day duties and recognition that the increased security posture will remain a fact of life for 
an indefinite period of time. 

This change in our security posture has implications for the Defensc:Department's 
policies implementing the Freedom of Infonnation Act (FOIA). Presently all DoD components 
withhold, under 5 USC§ 5S2(b)(3), the personally identifying information (name, rank, duty 
address, official tiUe, and information regarding the person's pay) of military and civilian 
personnel who arc assigned overseas, on board ship, or to sensitive or routinely deployable units. 
Names and other infonnation regarding DoD personnel who did not meet these criteria have 
been routinely released when requested under the FOIA. Now, since DoD personnel are at 
increased risk regardless of their duties or assignment to such a unit, release of names and other 
personal infonnation must be more carefully scrutinized and limit~. 

I have therefore detcnnined this policy requires revision. Effective immediately, 
personally identifying information (to include lists of e-mail addreasea) in the categories listed· 
below must be carefully considered and the interests supporting withholding of the information 
given more serious weight in the'analysis. This information may be found to be exempt under 5 
USC § SS2(b )( 6) because of the heightened interest in the personal privacy of DoD pcnoMel 
that is concurrent with the increased security awareness demanded in times of national 
emergency. 

• Lists of personally identifying information of DoD personnel: All DoD components shall 
ordinarily withhold lists of names and other personally identifying information of 
personnel currently or recently assigned within a particular component, unit, organization 
or office with the Department of Defense in response to requests under the FOIA. This is 
to include active duty military personnei, civilian employees, contractors, members of the 
National Guard and Reserves, military dependents, and Coast Guard personnel when the 
Coast Guard is operating as a service in the Navy. lf a particular request does n·ot raise 



security or privacy concerns, names may be released as, for example, a list of a,tendees at 
a meeting held more than 25 years ago. Particular care shall be taken prior to any 
decision to release a list of names in any electronic format. 

• Verification of status of named individuals: DoD components may detcnnine that release 
of personal .identify•ng infonnation about an individual is appropriate only if the release 
would not raise security or privacy concerns and has been routinely released to the 
public. 

• Names in documents that don't faH into any of the preceding categories: Ordinarily 
names of DoD personnel, other than lists of names, mentioned in documents that arc 
releasable under the FOIA should not'be withheld, but in special circumstances where the 
release of a particular name would raise substantial security or privacy concerns, such a 
name may be withheld. 

Wbmr processing a FOIA request, a DoD component may determine thit exemption 
(b)(6) does not fully protect the component's or an individual's interests. In this case, please 
contact Mr. Jim Hogan, Directorate of Freedom oflnfonnation and Security Review, at (703) 
697-4026, or DSN 227-4026. 

This policy does not preclude a DoD component's discretionary release of names and 
duty infonnation of personnel who, by the nature of their position and duties, frequently interact 
with .the public, such as flag/general officers, public affain1 officers, or other personnel 
designated as official command spokespersons. · 

Attachment: 
As stated 

D. 0. Cooke 
Director 



COMMAND, CONTROL. 
COMMUNICATIONS, AND 

INT'ELUGl:NCE 

ASSISTANT SECRETARY OF DEFENSE 
6000 DEFENSE PENTAGON 

WASHINGTON, DC 20301-6000 

December 28, 2001 

MEMORANDUM FOR SECRET ARIES OF THE MILITARY DEPARTMENTS 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF 
UNDER SECRETARIES OF DEFENSE 
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING 
ASSISTANT SECRET ARIES OF DEFENSE 
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE 
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE 
DIRECTOR, OPERATIONAL TEST AND EVALUATION 
ASSIST ANTS TO THE SECRET ARY OF DEFENSE 
DIRECTOR, ADMINISTRATION AND MANAGEMENT 
DIRECTOR, NET ASSESSMENT 
DIRECTORS OF ·TIIE DEFENSE AGENCIES 
DIRECTORS OF THE DOD FIELD ACTIVITIES 

SUBJECT: Removal of Personally Identifying Information ofDoD Personnel from 
Unclassified Web Sites 

In accordance with DoD 5400.7-R, "DoD Freedom oflnformation Act Program," 
unclassified infonnatfon which may be withheld from the public by one or more Freedom 
oflnformation Act (FOIA) exemptions is considered For Official Use Only (FOUO). 
DoD Web Site Administration policy (www.defenselink.mil/webmasters), issued by 
Deputy Secretary of Defense memorandum, December 7, 1998, prohibits posting FOUO 
information to publicly accessible web sites and requires access and transmission controls 
on sites that do post FOUO materials (see Part V, Table 1). 

The attached November 9, 2001, memorandum from the Director, Administration 
and Management (DA&M), citing increased risks to DoD personnel, states. that 
personally identifying information regarding all DoD personnel may be withheld by the 
Components under exemption (b)(6) of the FOIA, 5 USC §552. This action makes the 
information which may be withheld FOUO and inappropriate for posting to most 
unclassified DoD web sites. 

Thus, all personally identifying information regarding DoD personnel now eligible 
to be withheld under the FOIA must be removed from publicly accessible web pages and 
web pages with access restricted only by domain or IP address (i.e., .mil restricted). This 
applies to unclassified DoD web sites regardless of domain ( e.g., .com, .edu, .org, .mil, 
.gov) or sponsoring organization (e.g., Non-Appropriated Fund/Morale, Welfare and 0 . 



Recreations sites; DoD educational institutions). The information to be removed includes 
name, rank, e-mail address, and other identifying information regarding DoD personnel, 
including civilians, active duty military, military family members, contractors, members 
of the National Guard and Reserves, and Coast Guard personnel when the Coast Guard is 
operating as a service in the Navy. 

Rosters, directories (including telephone directories) and detailed organizational 
charts showing personnel are considered lists of personally identifying information. 
Multiple names of individuals from different organizations/locations listed on the same 
document or web page constitutes a list. Aggregation of names across pages must 
specifically be considered. In particular, the fact that data can be compiled easily using 

, simple web searches means caution must be applied to decisions to post individual 
names. If aggregation of lists of names is possible across a single organiution's web 
site/pages, that list should be evaluated on its merits and the individual aggregated 
elements treated accordingly. 

Individual names contained in documents posted on web.sites may be removed or 
left at the discretion of the Component, in accordance with the DA&M guidance. This 
direction does not preclude the discretionary posting of names and duty infonnation of 
personnel who, by the nature of their position and duties, frequently interact with the 
public, such as flag/general officers, public affairs officers, or other personnel designated 
as official command spokespersons. Posting such information should be coordinated 
with the cogni7.ant Component FOlA or Public Affairs office. 

In keeping with the concerns stated in the referenced memorandum and in the 
October 18, 2001, DepSecDef memorandum, "Operations Security Throughout the 
Department of Defense," the posting of biographies and photographs ofOoD personnel 
identified on public and .mil restricted web sites should also be more carefully scrutinized 
and limited. 

Sites needing to post contact information for the public are encouraged to use 
organizational designation/title and organizational/generic position e-mail addresses ( e.g., 
office@organization.mil; helpdesk@organization.mil; commander@base.mil). 

Questions regarding Web Site Administration policy may be directed to Ms. Linda 
Brown. She can be reached at (703) 695-2289 and e-mail Linda.Brown@osd.mil. 
Questions regarding Component•specific implementation of the DA&M memorandum 
should be directed to the Component FOIA office. 

Attachment 
As stated 

f~ 
~tenbil 


