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1 Introduction

This Quick Reference Guide is provided to assist you in completing the Questionnaire for
National Security Positions Standard Form 86 (SF 86), using the Electronic Questionnaires
for Investigations Processing (e-QIP) system. Please follow this guide step-by-step to
ensure that your questionnaire is completed properly.

e-QIP is a web-based automated system that was designed to facilitate the processing of
standard investigative forms used when conducting background investigations. e-QIP allows
you to electronically enter, update, and transmit your personal investigative data over a
secure internet connection to a requesting agency. The requesting agency will review and
approve the investigative data.

1.1 Whatis the SF 867

The Standard Form 86, “Questionnaire for National Security Positions” is intended
specifically for use in requesting investigations for persons seeking to occupy positions
designated as National Security “Sensitive.”

The SF 86 is a permanent document that may be used as the basis for future
investigations, eligibility determinations for access to classified information or to hold a
sensitive position, suitability or fitness for Federal employment, fitness for contract
employment, or eligibility for physical and logical access to federally controlled facilities or
information systems. Your responses to this form may be compared with your responses
to previous SF 86 questionnaires.

1.2 Whyam I required to have a background investigation?

The U.S. Government conducts background investigations to determine if applicants or
employees meet the suitability or fithess requirements for employment, or are eligible for
access to Federal facilities, automated systems, or classified information. All persons must
be properly investigated and favorably adjudicated to hold a position as a Federal
employee, consultant, volunteer, contractor personnel or military personnel. Investigations
and favorable determinations are also a requirement for being issued a credential and
access to classified information.

The scope and type of background investigation varies depending on the duties and
access requirements for the position, as does the amount of time it takes to be
completed. The employing or sponsoring agency, that initiated your investigation, is
responsible for determining the appropriate level of investigation to be conducted based
on current rules and procedures, not NBIB.

1.3 Is completing the form mandatory in order to get a position in the federal
government?

Providing the information requested on the form is voluntary. However, if you do not
provide the information requested, it may adversely affect your ability to gain a national
security position or receive eligibility to access classified information as may be required
by the position for which you are applying.
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Be completely honest and forthright when answering all questions on the SF 86. If
necessary, provide clarification or an explanation for how you answered a particular
guestion in the Optional Comment sections provided in e-QIP.

1.4 How much time do I have to complete the form?

The agency sponsoring you will establish the amount of time you have to complete your
form. Be as timely as possible in completing your investigation request. You should

earnestly try to meet the deadline your agency has established for you to complete this
form.

Public burden reporting for this collection of information is estimated to average 150
minutes per investigation request, including time for reviewing instructions, searching
existing data sources, gathering and maintaining the data needed, and completing and
reviewing the collection of information.

Completing the SF 86 in e-QIP 5
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Protecting Your Privacy

Security is a primary concern when handling personal information. This concern has been
addressed by specific Federal guidelines implemented to safeguard Personally Identifiable
Information (P11). Pl is defined as information that can be used to discern or trace a person’s
identity; and alone, or combined with other information, can be used to compromise the
integrity of records relating to a person by permitting unauthorized access to or unauthorized
disclosure of these records.

Numerous security measures have been built into e-QIP to prevent unauthorized access to
your information to include:

e-QIP applicants can opt into “Two-Factor Authentication,” which is an additional layer of
protection that can be established through the use of an application (app) downloaded
from a Smartphone or a desktop application.

e-QIP uses layered security to stop hackers and limit access to personal data. Transport
Layer Security (TLS) and its predecessor, Secure Socket Layer (SSL), are
cryptographic protocols that provide security for communications over networks such as
the Internet. TLS and SSL encrypt the segments of network connections at the
application layer to ensure secure end-to-end transit at the transport layer. All internet-
based data transmissions are encrypted using encryption provided through common
browser SSL technology.

e-QIP requires that TLS 1.0 be enabled in the user’s browser. Without this setting,
users receive a “Page Cannot be Displayed” error message.

During the initial log in to e-QIP, each user must first answer a series of unique
guestions about basic demographic information they provided to the sponsoring
agency, along with a 14-character Registration Code. After successfully answering
these questions, users must create a unique username and password. Finally, they
must create a set of three challenge questions that they will need to respond to in the
event they need to reset their password. *If users have issues with logging in, they
must contact their sponsoring agency for assistance and not call OPM directly.

Only persons with active investigation requests can log in to e-QIP.

e-QIP has been tested through the National Institute of Standards and Technology
(NIST) Certification and Accreditation process and is compliant with all requirements.

It is NBIB policy to ensure that all information technology (IT) systems that collect, maintain,
or disseminate information in an identifiable form have Federally mandated controls in place
to protect and prevent the breach of PII.
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3 Before You Begin: What do I need in order to complete the SF 86?

To complete your e-QIP investigation request form you will need access to a computer with
an internet connection and a web browser. For most of the categories listed below, you'll
need information going back ten years. In most categories the instructions will state that you
should not list information before your 18" birthday unless necessary to provide a minimum
of two years history. Please follow the specific instructions for each question on the SF 86.
You should also gather the following information:

e Proof of citizenship status for yourself and your immediate family, spouse or
cohabitant, if applicable, such as:
o U.S. Passport
Certificate of Citizenship (N560 or N561
Naturalization Certificate (N550 or N570)
Certification of Report of Birth Abroad (DS1350)
Certification of Birth (FS545)
o Consular Report of Birth Abroad (FS240)
e Or proof of Legal Status within the U.S., please include expiration date of these
documents.
o Permanent Resident Card (Green Card 1-551)
o Employment Authorization Card (EAD Card 1-766)
o U.S. Visa
o 1-94
o Unexpired Foreign Passports
Note: Providing a copy of these documents by uploading an electronic or scanned
copy of them into e-QIP during the completion of you form can save you and your
sponsoring agency time. You may be able to obtain assistance with lost or
unknown information at the U.S. Citizenship and Immigration Services website.
e Employment history
o Current and previous work location addresses
o Supervisor names, addresses, and contact information
e Personal residence(s)
o Name, address, and phone number of a person who knew you at each address.
o Note: All contact information must include a physical address. PO Boxes are
unacceptable. APO/FPO is allowed. For assistance in locating address
information refer to: http://maps.google.com
e Three personal references
e Educational Institutions
o Dates of Attendance
o Address
o If attendance was within the last 3 years, you will need a name address and
contact information for a person who knew you at the school (instructor, student,
etc.).
e Relatives’ citizenship information (see above for list of applicable documents), aliases,
employers, and foreign activities
e Selective Service ID number, if applicable. If you need your Service Number call 1-847-
688-6888 or visit http://www.sss.gov to obtain it

O O O O
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4 Getting Started

4.1 Access the e-QIP Login Screen

To begin completing the SF 86 in e-QIP, you must first access the e-QIP login screen.

1. Open your internet browser and
navigate to the following URL.:
https://nbib.opm.gov/e-qip-
background-intestigations/

The e-QIP Application Page will
appear.

2. Select the button labeled Enter e-
QIP Application, or select the
Applicant Site option in the left
navigation bar

3. e-QIP automatically tests your
browser for compatibility and
displays the results on a page
entitled “e-QIP Browser
Compatibility Check.”

If you have followed the steps
included in this guide to
configure your browser, you
should show a green response
for each option. If any options
show red, follow the on-screen
instructions to change your
browser settings. E-QIP will not
display unless these settings are
enabled.

4. Select Continue to e-QIP

5. If a Security Alert dialog box
displays, select Yes

Electronic Questionnaires for Investigations Processing

X e-QIP Background Investigations

e-QIP Help

eQIPFAQs

Applicant Site

e-QIP BACKGROUND INVESTIGATIONS

ng (e-QIP) system. e-QIP

e-QIP Browser Compatibility Check

Before you continue, the &-QIF System must verify that you are using sn spproved web Srowser that is properly configured. IF you ne

ta make changes to your web browser's settings, ciick Try Tests Again to retest your configuration

Browser: Microsoft Interna

Supported Browser: Yes

Session Cookies:

: Allowed

Seripting: Allowed

IMPORTANT: Transport Leyer Security (TLS) 1.0 must be enabled in order to sccess the e-QIP System.

then your Transport Layer Se m, TLS) setting
abling Tra nsp ort Layer Security” below and follow the

ranspert Layer Security

onnect to the -QIF System sfter you click the "Continue to e-GIP" puton
Enabling Transport Layer Securify” fo veriy that Transport Layer Securify

(TLS) 1.0,
we

If you sre resdy to proceed. click "Continue to e-@IP."

Continue to e-QIP

=

Note: If an error message displays saying “Page Cannot Be Displayed,” you need to

enable TLS 1.0.
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4.2 Loginto e-QIP
Once you have accessed the e-QIP login screen, follow the steps below to log into e-QIP.

4.2.1 Initial Login Steps

screen, you will be presented
W|th a Warning Concerning the Free Wi-Fi access points are not secure
use Of free Wire|eSS internet The information collected through the e-QIP process is sensitive

and should never be transmitted over free public Wi-Fi access

connections (Wi-Fi) while filling o~ o

OUt your Investlgatlve fOI’mS v E:geizt;rsc;ﬁ:;zzl#ys?n!ercept any data travelling across these
Read the warn | ng and then icflisbid Protect your data by only using secure, encrypted connections.
CliCk, OK. OK

Note: If you decide you do not
want to fill out your form using
your current connection, you may
simply close the browser window
and access e-QIP at a time when
you are connected via a non-
public connection.

2. If this is your first time in e-QIP, .
Or If yOU have recently had yOUf The United States Government

U.S. Office of Personnel Management (OPM)

account (password) reset by
your sponsoring agency, select
Register for Username and
Password

| do not have an e-QIP account.

for 8 username on e-QP click the ink beow to

If you have already created an
e-QIP account in the past
type in your username and
password, select Submit and i
go to section 4.2.5 of this
guide.

l m Register for Username and Password

Note: If you have forgotten your username you will have to contact your sponsoring
agency, but if you have forgotten your password click the Forgot Password link and
answer your previously chosen Challenge Questions to reset your password. If you
cannot remember the answers to your Challenge Questions you will have to contact your
sponsoring agency.

Completing the SF 86 in e-QIP 9



3. If you have a Social Security
Number (SSN)

a e o u r S S N I nto th e The folowing screens will guide you through the process of registering an account i the e-QIP system. Before beginning this process your sponsoring agency
S oci al Sec uri ty N um b er If you have a U.S. Social Securty number, enter & into the “Social Securty Number” fields below, then click the “Submit button to continue.
. /ou do not have a U.S. Social Securty number, enter the e-QIP request number nto the "Request Number” fid below, then cick the "Submt” button to
field Coninue, I you o ot nows your reguest numbe contac your spansorng agency.

b. Press the [Tab] key or use
mouse to move to the
three separate SSN fields

c. Select Submit

Note: If you have reached this page in error, click Return to Login Screen” to try again.

If you do not have an SSN

a. Type your Request ID
number into the Request
Number field

b. Select Submit

Note: Contact your sponsoring agency if you have not received your Request ID number
and do not have an SSN.

If you get an error message on entering your SSN or Request ID number, you have either
entered the number incorrectly, not yet been initiated in e-QIP, or exceeded the timeframe for
logging in after your request was initiated. Please try again. If you continue to experience an
issue, you must contact your sponsoring agency for assistance.

4.2.2 Golden Questions and Registration Code

Note: To see your answers as you type, check the box, “Allow me to see my Golden
Questions as | type them.

1. Type your last name under the
question “What is your LAST
name?” -
2. Type your city of birth, as
entered by your sponsoring
agency, under the question, “In S i e
what CITY were you born?” I
3. Type your four digit YEAR of
birth (XXXX) under the
question, “In what four digit
year were you born?”
4. Enter the 14-character Registration —
Code (using all capital letters) that
was emailed, or provided to you from
the individual who informed you to
enter e-QIP. This 14-character Code
will need to be entered in all capital
letters.
5. Select Submit

Enter the answer to each Golden Question and the Registration Code provided by your agency. then cick the "Submit” bution to continue

Question: What is your LAST name?

Completing the SF 86 in e-QIP 10



4.2.3 Create a Username and Password

1. Type a username of at least six
characters into the Username field
and type it again in the Confirm
Username field

Type a password of at least 14
characters into the Password field
and type it again in the Confirm
Password field

Note: Your password must contain
one character from three of the

Help

Select a usemar

Your usen

OMB No. 3206-0005

me and password and enter them in the fields below, then click the "Submit” button to continue.

mame must be 2 minimum of six characters with no spaces or special characters. It may contain letters and/or numbers and is not case specific

Your password must be a minimum of fourteen characters and contain at least one character from three of the following four categories

Confirm Passworc

following categories:

Uppercase letters (A-Z) Lowercase
letters (a-z)

Numbers (0-9)

Special Characters (#, @, $, %,& +, =*?2{ L, [, <. > 5 %)

3. Select Submit

4.2.4 Create a Set of Challenge Questions

The last step in setting up your e-QIP account is to create a set of Challenge Questions. In
the event you forget your password, you'll be prompted to answer the Challenge Questions
before being allowed to reset it yourself. In the event you forget both your username and
password, contact your sponsoring agency to have your account reset. You will have to

reregister as a new user.

1. For each of the three question
fields:

a. Select a question from the
Question drop-down list box

Type the answer into both the
Answer and Confirm Answer
fields

If you wish, select the checkbox
above the questions labeled Allow
me to see my Challenge
Answers as | type them to see
the responses as you type

Note: Do not allow anyone to see
your computer screen while your
answers are on the screen.

3. Select Submit

The Challenge Questions/Answers can be used o help retrieve a forgotten password. Select three questions from the drop-down fists below and provide an
answer to each question, then click the “Submi” button to continue.

o Choose questions which only you know the answer.
« Pk questons that cant be answered rougn research
© Make sure your answer is memorable, but not easy to guess. Use an answer that s a complete sentence for even more securlty.

- Select Challenge Question — v

Question:
Answer
Confirm Answer

[ Subme

Completing the SF 86 in e-QIP
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Remember! It may be several years before you return to the e-QIP system to complete
a reinvestigation, so it is recommended that you use questions and answers that you
will remember in the distant future.

It is your responsibility to remember your Challenge Answers. It is also important to protect
the answers to your Challenge Questions. These answers enable you to reset your
password without agency assistance.

4.2.5 Two-Factor Authentication Option

Enhanced Security Factor:

e-QIP now has enhanced applicant security with a Two-factor Authentication setup. This will
link your e-QIP account to a personal device of your choice such as a smartphone or computer
so that you must be in possession of that personal device at the time of all future logins. This_
is only an option and not a requirement. If you do not have access to the device at the time
of logging in you will have to contact your sponsoring agency to have your account reset.

If you wish to enroll in Two-Factor Authentication, [~~~
click Enroll and see Aggendix D for directions. 508, oo o yptcaksecuty w3 Tis Cocor sk vk Yo oy chuave o s e ok G ks e of sty o o

If you wish to do this as a later time or opt out of
Two-Factor Authentication, click Skip for now,

and proceed to section 5 of this guide.

5 Entering Your Information

After you have successfully logged into e-QIP, you will be able to begin entering your data.
First, you will see the “Complete an Investigation Request” screen.

5.1 Reviewing the Form

1. Verify your personal data
displayed at the top of the
Complete an Investigation
Request screen.

2. When you are ready to begin
completing the form, select the
link that says Enter Your Data. Complete an a

Note: If you have been sponsored by e e e S RS SR e O e
multiple agencies within e-QIP at the
same time, you may have multiple e-
QIP request numbers here. Make sure
that you select the correct link for the
request you want to complete.

Completing the SF 86 in e-QIP 12



5.2 Reviewing the Form Completion Instructions

Prior to entering data for the first time, you must read the instructions on the “Instructions for
Editing Your Form Data” screen. You will also be shown a disclaimer screen that provides
additional instructions required by Executive Order 12968. You must indicate that you have
read and understand the additional instructions by selecting the corresponding button in
order to proceed.

Confirm that you have read and
understand the form completion e
instructions by confirming the “SF 86
Statement of Understanding.”

1. Select the Yes checkbox
2. Select Save

You are now ready to complete your
SF 86 (or other SF form).

s &g | understand that if | WRNOIG, misrepresent, or falsify nformation on this form, | am Subject to the penaties for 7] ]
t (per U.S. Criminal Code, Tl 18, section 1001), denial or revocation of a security clearance, and/or removal and

5.3 Tips for Completing the SF 86

e Read the entire form thoroughly and answer the questions truthfully.

e The form was designed to enable you to answer the minimum number of questions
necessary for your specific situation. Your responses to a series of Yes/No questions will
dictate whether you receive additional questions in a given area or advance to the next
section.

Use the [Tab] key to navigate through fields and complete the questions.
Do not use the browser’s Forward or Back buttons or the system will log you out as a
security precaution.

e Select the Reset this Screen button at any time prior to selecting the Save button if
you make a mistake and want to start over on a screen. This clears all of the
information you entered on that page.

e Select Save or Save/Continue at the bottom of each page to move forward when you are
finished and ready to proceed. Your information will be submitted and the next screen will
appear. Continue until all information screens have been completed.

e You may also use the Navigation drop-down menu located at the top of the screen to go
to any section of the form in any order. Select the section from the drop-down menu and
select Go. Then navigate to the specific subsection desired.

e Select the “Add Optional Comment” button when it appears to provide additional
comments if desired.

e You can review a copy of the form at any time by selecting the Display link in the
upper left corner.

Completing the SF 86 in e-QIP 13



5.4 Avoiding Common Data Entry Errors

The latest electronic version of the SF 86 is designed to be intuitive and clear. Nevertheless,

you may find the suggestions below helpful as you complete the form. These suggestions
are based on some of the most frequently asked applicant questions. This guide does not
cover every question within the SF 86, but highlights some of the commonly questioned

items. They are organized by the corresponding section of the SF 86.

5.4.1 Section 4 - Social Security Number

The SSN that you provide in Section four
of the form must match the SSN that was
used to initiate your request. If they do
not match, you must contact your agency
representative with the correct SSN. You
will not be allowed to continue past
Section 4 until the SSNs match.

If you were initiated without an SSN,
select the Not Applicable checkbox.

Provide your full name. If you have only Intials In your name, provide them and indicate ‘Initial only”. If you do not have a middie name, indicate
"o Middle Name", If you are a *Jr.,’*Sr.," efc. enter this under Suffix.

Provide your date of birth
HonthDayfYear | Est
vl el @]

Provide your place of birth
cty
State

Country:

Provide your U.S. Social Security Number
[ ot appicabie

Completing the SF 86 in e-QIP
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5.4.2 Section 8 - U.S. Passport Information

Indicate whether or not you possess a U.S.
Passport.

If you select Yes, you will be asked to enter
additional information about your U.S.
passport.

A link to the U.S. State Department website
is provided in the event that you need
assistance in completing this section.

Do you passess a U.S. passport (current or expred)? o

Click HERE for U.S. State Depariment passport help

Add Optionsl Comment

.

Cick here for availsble screen navigation in Section 8 - U.S. Passport Information

Provide the following information for the most recent U.S. passport you currently possess.

Provide your U.S. passport number:

Cick HERE for U.S, State Department passport help.

Provide the issue date of passport
MonthDay/Year | Est

Provide the expiration date of passport
WonthDay/Year | Est

Provide the name in which passport was first issued

=1

5.4.3 Section 9 - Citizenship

Indicate your citizenship status.

Select the box that refiects your current citzenship status and click Save.

Provide your current citizenship status:

nal by birth in the U.S. o U.S, terrtory/commonweath

US. parent(s), i a foreign country.

Add Optional Comment

(==

Completing the SF 86 in e-QIP
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5.4.4 Section 11 - Where You Have Lived

List places you have lived beginning with
your present residence and working
backward 10 years. There can be no date
gaps. Do not list residences before your
18th birthday unless to provide a minimum
of 2 years residence history.

The city, state, and zip code are
required for all addresses.

All contact information must include a
physical address. PO Boxes are Pros e sttt

unacceptable. APO/FPO is allowed. L —

Country vl

/Add Optional Comment

If you provide an APO/FPO address, you
will be asked to provide physical location
with street address, base, post, embassy,
unit, and country location or home
port/fleet headquarter.

[(save Reset this Screen

For locations outside of the U.S. and its territories, select the country in the “Country”
dropdown list and leave the “State” field blank. It is not necessary to enter the United States as
the country when the State location is inside the United States.

Below are some additional resources that you may find helpful in locating required
address information:

Address information — http://maps.google.com
Zip code lookup — http://zip4.usps.com/zip4/welcome.jsp
Area code lookup — http://www.nanpa.com/area_code _maps/ac_map _static.html
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5.4.5 Section 12 - Where You Went to School

You must go back 10 years. If you did
not receive a degree or diploma within
this time period, you will be asked to list
the last school you attended.

Da not st ecucation before your 18t birthday, unless 1o provide & mniMuM Of two Years eduCation history,

Have you attended any Schools in the last 10 years?

Ada Optional Comment

Save | [ Fesettn Seomn

5.4.6 Section 13a - Employment Activities - Employment & Unemployment Record

Enter information for all of your
employment activities, including
unemployment and self-employment
beginning with the present and working
back 10 years. There must be no date
gaps.

Provide a verifier for any period of self-
employment or unemployment. Also,
explain any commuting distance
discrepancies between

conflicting employment locations and
residences in the additional comments.

Select your employment activity

£ 1
Active miltary duty station
EXE National Guard/Reserve
USPHS Commssioned Coms
employment
State Govemment (Non-Federal employment)
Sef-employment

Non-govemment employment fexcludng sef employment)
Other (Provide expianation)
Provide dates of employment

Est/Pres.

3]

Completing the SF 86 in e-QIP

17




All contact information must include a
physical address. PO Boxes are
unacceptable. APO/FPO is allowed. For
address information refer to:
http://maps.google.com.

If you worked for the same employer on
more than one occasion at the same
physical address, enter the most recent
period of employment first, and then use
the Add Additional Period of Activity
section to add the details for the other
employment period(s).

Click here for avalable screen navigation in Section 13A - Employment Activities

rent detal record information

Employment activity: Non-government employment (excluding seif-employment)
Dates of employment: From 0611990 To 0512000

Provide most recent position title:

Select the employment status for this position:

O Fubtme

O parttme

Provide the name of your employer:

Provide the address of employer

Street
cty:
Provide Country if outside the United States; otherwise, provide State and Zip Code
State: v| 2ip Code:
Country. [v]

Provide telephone number

Extension  Time
]

] Check box i internatonal or DS phone nurmber

Additional Periods of Activity with this Employer

Provide additional periods of activity if you worked for this employer on more than one occasion at the same physical location. For example, if you worked at
XY Pumbing in Denver, CO, during 3 separate periods of time, you would enter information concering the most recent period of employment above, and
provide dates, positon tiles, and supervisors for the two previous periods of employment as entries below.

3 wot Appicabie

Dates of employment | Position fitle Supenisor

Date Month/Year

1. | From vl
-]

[ /Add an Addtional Period of Activey ]

Add Optional Comment

Resetihs Screen

5.4.7 Section 14 - Selective Service Record

Males born after December 31, 1959,

must list their Selective Service Number.

If you do not know your Selective
Service Number, call 1-847-688- 6888
or visit http://www.sss.gov to obtain it.

ilere you born a male afier December 31, 19597

[(2d4 Optional Comment |

Completing the SF 86 in e-QIP
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5.4.8 Section 16 - People Who Know You Well

Provide three people who know you well
and who preferably live in the U.S.

People you include should be friends,
peers, colleagues, college roommates,
associates, etc., who are collectively
aware of your activities outside of your
workplace, school, or neighborhood, and
whose combined association with you
covers at least the last 10 years. Provde kit

7 not Appicabie

| IONFNNMN

Provide relationship to you (Check all that apply):

Do not list your spouse, former spouse(s), i
other relatives, or anyone listed elsewhere =l
on this form in this section. ko

0 other (Provide explanation

Explanation

Provide telephone number for this person

[ 1gont know

Number Extension  Time

v

[[] Check box if International or DSN phone number

Provide mobile/cell telephone number for this person

[ 1gont know

Number Extension  Time

[] Check box if Internatianal or DSN phone number

Provide e-mail address for this person:

I 1 dont know

Provide home or work address for this person
Street:
cey
Provide Country if outside the United States; otherwise, provide State and Zip Code.
State [v] 2Zocoe:

Country: v

Add Optional Comment

Resetihs Screen
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5.4.9 Section 17 - Marital Status

1. You must select an option as to
your current marital status.

If you are separated from your
spouse, provide a separation date
and your spouse’s current or last
known residence.

You will be prompted to complete
additional information based upon
your situation.

2. If you choose the status “Never
Married,” the Cohabitant question

Section 17 - us
section: [SF86 Section 17 - Markal Status

W| | | ap p ear. Cick here for availsble screen navigaton in Section 17 - Marital Status

A cohabitant is a person with whom e, S S P e L
you share bonds of affection,

obligation, or other commitment, as ==
opposed to a person with whom N—

you live with for reasons of =

convenience (e.g. a roommate). If
applicable, complete the
information requested about your
cohabitant. If your cohabitant was
born outside of the

U.S., provide citizenship
information.

3. The Place of Birth field for the
spouse, former spouse, and
cohabitant will require a country of
birth even if a state has already —————
been provided. e e

Provide spouse’s full name

Section
section: [SFBB Section 17 - Martal Status

Cick here for availsble screen navigaton in Section 17 - Marital Status

Month/Day/Year

el [l

Provide spouse's place of birth
cay: County:

state v]

Country: v/

/Add Optional Comment

save | Reset this Screen
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5.4.10 Section 18 - Relatives

1. Select each type of relative
applicable to you, regardless if they
are living or deceased.

An opportunity will be provided to list
multiple relatives for each type, if
necessary.

2. Enter the details for each relative.

Provide address information, place of
birth including state and country of
birth, citizenship, contact information,
employer information, and any
contact with foreign government or
military personnel.

The Place of Birth field will require a
country of birth even if a state has
already been provided.

Section
u
section [SF88 Section 18 - Reiatives M co

Select each type of relative appicable to you, regardless if they are iiving or deceased. (An opportunity will be provided to kst multiple relatives for each
type.)

Check all that apply: [ notner

1 Fatner

O stepmotner
O stepfather
[ Foster parent

1 chid (inciuding adopteartoster)

/Add Optional Comment

Section
section” [SF85 Section 15 - Relatives 2

Cick here for available screen navigation in Section 18 - Relatives

Provide relative type

v

Provide your relative’s full name

Provide your relative’s date of birth
Month/Day/Year Est

Provide your relative's place of birth
cty
State: v]

Country: (o)

Provide your relative’s country(ies) of citizenship

1 ™|

[ Add a Country

/Add Optional Comment

[[Save | [ Resetthsscreen |

Completing the SF 86 in e-QIP
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5.4.11 Section 19 - Foreign Contacts

A foreign national is defined as any
person who is not a citizen or national of
the U.S.

You must indicate whether you have, or w
have had, close and/or continuing contact |
with a foreign national within the last RS
seven years with whom you, or your [ ] [ mm s
spouse, or cohabitant are bound by
affection, influence, common interests,
and/or obligation.

If you have, you will be prompted to
provide additional information.

Include associates as well as
relatives not previously listed in
Section 18 (Relatives).

5.4.12 Section 20a - Foreign Activities

You must indicate whether you, your
spouse, your cohabitant, or any of your

dependent children have EVER had any

foreign financial interests such as stocks,

property, bank accounts, businesses or p—

Investments. |

Exclude financial interests in
companies or diversified mutual funds
that are publicly traded on a U.S.
exchange.

If you answer “Yes,” you will be
prompted to provide additional
information.
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5.4.13 Section 20b - Foreign Business, Professional Activities, and Contacts

Indicate whether you have provided any
support or advice to an individual
associated with a foreign business or
organization (not listed as a previous
employer) within the last seven years. |

[ Resetths Screen

If you answer “Yes,” you will be
prompted to provide additional
information.

5.4.14 Section 21 - Psychological and Emotional Health

Indicate whether or not you have
consulted with a mental health
professional in the last 7 years, per the e
instructions provided on the screen. o m——

If you answer Yes, you will be
prompted to provide the name,

o stricty related to

address, and phone of the doctor and ]
facility with dates seen. e

If you answered Yes to Question 21,
you must submit an “Authorization for
Release of Medical Information”
Signature Form with your request that
will be generated after form
certification.

Note: Mental health treatment and counseling, in and of itself, is not a reason to revoke or
deny eligibility for access to classified information or for holding a sensitive position, suitability
or fitness to obtain or retain Federal or contract employment, or eligibility for physical or logical
access to federally controlled facilities or information systems. Seeking or receiving mental
health care for personal wellness and recovery may contribute favorably to decisions about
your eligibility.
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5.4.15 Section 26 - Financial Record

Indicate whether or not you have filed a
petition under any chapter of the

bankruptcy code within the last seven ks or e e e Scton 2 ecors
years.

In the last seven (7) years have you fied a pettion under any chapter of the bankruplcy coe? o o

'Add Optional Comment

You must also indicate whether you have
encountered any other financial issues
within the past seven years and will be
specifically prompted by additional
guestions.

Save Reset this Screen

You will be prompted to complete additional required sections based upon your
responses.

When prompted, provide information for the timeframe mentioned in each specific
guestion.

When listing past due debts, include reasons for the status, amounts owed, and
whether or not you have satisfied the issue. If you are working on the issue with a
creditor, please explain when the debt will be paid.

5.4.17 - Provide Email Address

Right before validation of the form
begins you will be given the chance to
provide your email address.

‘section: |Supplemental Information

I you chosse, you may siso provide eny or sil of the follawing sdditions! infarmation ftems o us. When finished, click "Save” to contnue.

Internet Email Address

[z@g.com

Enter your email address, then click

- oy |
Save.
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6 Validating: Handling Error Messages and Warnings

In order to ensure the completeness of your data, a validation occurs each time you click
Save or Save/Continue. The validation will point out any Errors or Warnings and provide
detailed instructions on how to satisfy each missing item. You will only receive validation

messages if you have not answered a question appropriately.

For Example:

The below Validation Summary shows in the header that the Errors are present in Section
13A — Employment activities. You would use the drop-down menu at the top of the screen
to navigate to Section 13A, then click Go.

The validation warnings or errors will also display in the section which needs updated.

Validate, Review, and Ceriify
alidate Your Data

B co

OMB Mo. 32068-0005

Help - Display - Logout

section: SF56 Section 13A - Employment Activities

Below are the results of validating your data.

alidation found errors or unsatisfied wamings in the information you provided. If available, click on the direct link provided for each viclation below, or use the
dropdown menu above fo refurn to the appropriate section to make corrections.

Validation Summa
Te | e

Section 134 - Employment Activities =
Emor Answer "For this employment, in the last seven (T) years have you received a written warning, been officially reprimanded, suspended, or disciplined
for misconduct in the workplace. such as a violation of security policy ™ question yes or no.=»
Emor  Provide a response for "Employment status for this position”. =
Emor  Answer "Is your physical work address different than your employment address?" question yes or no. =
Emor  Provide a response for "Mame of your employer”. =
Emor  answer "lsfwas your physical work address different than your employer's address?" question yes or no. =

Emor answer "Do you have an additional employment activity to enter? guestion yes or no. =
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1. After navigating to the section that
requires updating, you may need to
go further into a specific
employment, residence, or reference
entry.

For validation “Warning” messages, B
you must provide the requested
information before final validation e
oceurs. —rm——r—

[]' 1 a0 not know the requested information
Note: I pou check the box above, then you must aiso expiain below |
Explain
| Tore s oy 2 pecpi hat e in mylonn it me

y
section SFBSP Section 13: People Who Know You Well Go

In some cases you may check the
box “I do not know this
information,” if applicable. If you do
select this check box, you must
provide an additional explanation.

submitteq Messages isbsieq “Ermor” must be comecied. Messages lsbeled “Waming’ must e comecied or Sxplained. Make e
revalidste. Click "Save/Continue” i you went ty make these changes ister.

2. After choosing an action, select the
Save button to save your changes.

3. Once you have satisfied your validation
errors or warnings use the drop-down
menu and choose the Validate, Review
and Certify section, then click Go.

4. When the validation results show no
more Errors or Warnings, select
CO n tl n u e . Below are the resutts of validating your data

Walidation found no errors or unsatisfied warnings. You may continue to the next task.
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7 Reviewing the SF 86

When you are satisfied that your form is complete and no validation errors are present,
you have the option of reviewing a display copy of your form before certifying it. You can
also review the Display copy at any time as you complete the form. Certifying your form
is the act of signing (electronically or manually) your form and certifying that all your
answers are true and complete to the best of your knowledge.

To review the form before certifying:

1. Select Display in the upper left corner
of the next screen to view the
document. An .html document will open
in a separate browser window or a new
tab within the browser window. When
you have finished reviewing the form,
close the window.

2. You may navigate back to previous
sections of the form using the drop-
down menu at the top center of the
page at this time if you need to make
any changes.

3. If you do not have any changes, select
Continue.

4. If you are ready to continue, you can
select Yes, and then select Begin

Validate, Review, and Certify

Help + Display » Logout Begin Cerification Process

R eq uest C ert | f | cat | on Process b utton to ST T S U S B b T T S T 15 n
rocess'bution. which wil generaean offcil submitsble copy ofyour Invesiigion Request. ohervis. use the Navigetion menu sbove fo refum fo the

Complete your form. ‘=poropriate sections to make changes.

Important! You will have one more Guesion =t

| hisve resd the instructions sbove and | am prepared to begin the prosess of cerifying tis investigation request 0O 0

Begin Reques! Cerlfication Process

opportunity to go back and make
corrections after this point, but once you
certify the form, further down, your
answers will be locked and the form will
become unavailable for editing. You will be
unable to make any further changes.

1P 3.20 (UAT)

5. A pop-up dialog box displays informing 1
. Message from webpage @
you that the process will take 20-30
Seconds The document generation process may take 20-30 seconds to
l'\ complete. Remember to follow the instructions on the next screen.
6. Select OK.
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8 Completing the Certification and Signature Release Forms

The final release of your request is completed in several steps.

Print or save an Archival Copy of the entire form
Sign your signature forms electronically or opt to print the signature forms and sign
with pen and ink.

o Add any printed and signed hardcopy signature forms as attachments using the upload
feature, fax solution feature or sending to your sponsoring agency outside of e-QIP.
Follow your sponsoring agencies directions for handling of forms if they have any.

o Release and transmit the investigation request to the requesting agency

8.1 Signing Your Signature Pages

Signature Forms are a required part of an investigation as they authorize your Investigation
Service Provider (ISP) to obtain necessary information. You must utilize the Click-to-Sign
function, or a pen and ink signature for your signature forms. If a pen and ink signature is
used, you must send them to your sponsoring agency by fax, mail or uploading via e-QIP.
Digitally signed Signature Pages are automatically attached to the investigation request so
you do not need to print and send them to your agency or upload them when utilizing Click-to-
Sign. You should follow instructions provided to you by your sponsoring agency as to which
option to choose to transmit these
signature forms to them.

Help = Retum To Menu + Logout

Some of the signature fc
forms will allow for more

Answer the question bel

1. If your Agency is utilizing Click-to-
Sign this screen will automatically
appear after hitting the “Begin
Request Certification Process”.

Do you agree to utilize the click-to-sign functionality on all relevant forms? O O

Continue

To utilize Click-to-Sign check Yes, and click Continue.

If you select No or do not get the
option to use click-to-sign, refer to

Appendix A.
Logou Re-Authy

Authenticate

2. If you select Yes, you will receive a
screen with the field Enter
Password. This password will be the
same one you used to log into your e-QIP account.

Enter your password and click Continue.
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3. Your first signature form (Certification) will B ——————————
appear. —

Fes for Investi
mat ¥ 1302653 for A

ans Processing (e-OIF} ags 1
tant 55N 000-00-G060 Signature Forms

You can Edit Your Data, from the upper

Electronic Questionnaires for
Investigations P rocessing (e-QIP)

left corner of the form, which will allow Investigation Request # 1302659

SIGNATURE FORMS

you to go back into your e-QIP to make
corrections, validate again, and begin

the certification process again, OR, you Somardsr s e et e s
can select Click Here To Sign. om e e S i sz

DateTime Cenified in the e-QIP 5 ystem: 2015-10-07 14:18:34
Appicants Social Security Number: 000-00-0000

Questionnaire for National Security Positions (SF86 Format)
OME No. 3206-0005

Note: Once you Click Here to Sign, you
will no longer be able to go back and

make corrections. S T e
0P Version 320 PRIVACY ACT INF ORMATION
g st # 1302659 =-QIF Document’ Type CER

4. You are next given the option to download a
receipt of your certification. Click the
Download a Receipt link in order to ot e
generate a .pdf of your certification. =

Print andlor seve the Click-io-8ign receipt for this signsture form by ciicking on the link below. Click ‘Confinue! when finished.

Click Continue

5. This will bring you to your next Signature Em
Page (Release), where you will need to
enter your password in the Enter
Password field again. Click Continue

Enter your pessword, then click the "Continue” button,

You can now continue with the steps above,
to sign all releases the same way.

6. When the last release has been signed,
you will see the following screen: -

NOT COMPLETING THE FOLLOWING TASKS WILL DELAY PROCESSING OF YOUR
INVESTIGATION REQUEST
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8.2 Instruction for Signature Pages, Attachments, and Archival Copy

Review the instructions for attaching
files and printing a copy for your
records.

Select Next

Step 1 of 5: Instruction for Signature Pages, Attachments, and Archival Cop
-

NOT COMPLETING THE FOLLOWING TASKS WILL DELAY PROCESSING OF YOUR
INVESTIGATION REQUEST

e ces ek 1
cess

at i tos (2.3 1you to a printer at your computer), you MUST return to e-

8.2.1 Print or Save an Archival Copy of Your SF 86

Print and/or save an electronic copy of the information you provided on the SF 86 for your
records. If you do not have printer access, logout of e-QIP and go to a computer with
printer access. Then log back into e-QIP to print the forms.

1. To print, select the line Display the
Archival Copy of this Investigative
Request for Printing. The archival
copy will open in Adobe Reader.

Note: The archival copy and signature
pages display as PDF files. You must
have the free Adobe Reader to view
them. You can download Adobe
Reader from
http://www.adobe.com/products/acro
bat/readstep2.html

2. You must print and/or save the
Archival Copy at this point, as
you will not be able to access it at
a later time once you release the
form. In the Adobe Reader
software, select the print icon or
save the pdf to your preferred
location.

3. Close the Acrobat Reader window
by selecting the X button in the
upper right corner.

4. You will still be at the archival copy
screen. Click Next.

Step 2 of 5: Archival Copy
L]

You have certfied to the completeness and accuracy of the information in your Investigation Request, e-QIP has generated a printable archival copy of the
information you provided. You are sirongly advised to print a copy for your records. Properly dispose of any working copies that you may have printed
‘while editing and reviewing your information, as those are not considered offical. You will need Adobe Acrobat Reader or Adobe Acrobat to view the
archival copy. Click Help for more information

Click the ink below to display the archival copy, and then print a copy to retan for your records.

[Bock ] [t

Electronic Questionnaires for Investigations Processing (e-QIP)
Investigation Request #71750

ARCHIVAL COPY - RETAIN FOR YOUR RECORDS

The information contained in this document represents data submitted by ELMER SAMPLE FUDD
(Applicant) for the e-QIP Investigation Request #71750. Applicant certified the accuracy of this
information at 2011-05-05 21:36:55.170.

This Investigation Request contains the following documents

Page 1: Investigation Request Cover Sheet
Page 2-22: Q i for Nati Security P

(SF86 Format)

Note: To conserve paper only the first entry in multipie-entry lists displays completion instructions.
The completion instructions for the first entry aiso applies to each additional entry unless otherwise
noted.

Step 2 of 5: Archival Cop

L |
Vnunmmfmmmemnummm.a ccuracy of the information s 1 investigation ﬁeq uest, &-QFP has genersted a printable archival copy of the
information you provided. You are sirongly advised to print a copy for your records. Properly dispose of any working copies that you may have printed
whkedrmgnndrwuwngyw G fmalane bidae T ook r e o Yo R ad At A Tl 3Ok Akt AFsoid Yo e

archival copy. Click Help for more information

Cick the ink below to display the archival copy, and then print a copy to retan for your records.

(Eoesh ] [F et
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30
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You will now see all currently attached
documents. If you utilized Click-to Sign you will
see each signature page that you had signed
with Click-to-Sign and can View each. (You
can print a copy or save your releases).

If you have any additional documents that you
would like to associate with this request, select
Yes, click Next and go to Appendix B for
upload instructions.

Otherwise select No, and click Next.

9

Step 3 of 4: Attachments Summary

10 your e-QIP the request)
5 cover sheet and fax io the islephone number fisted on the cover sheet (must be done before

- Expected: Regular Fax, Mall. or Other - ifnot using ane of the two methods above, indicate how you pian to sand sach stachment

irestly Aiached / Expecied Atiachments
our

FINAL STEP: Release and Transmit the SF 86 Form

Important! You will not be able to access your investigation forms after you click
“‘Release Request/Transmit to Agency.” Be sure you have printed and/or attached all
required forms before clicking “Release Request/Transmit to Agency

1. Select Release Request/Transmit
to Agency

Step 5 0f 5: Release Request to Agen
L]

IMPORTANT: YOUR BACKGROUND INVESTIGATION CANNOT START UNTIL YOUR AGENCY RECEIVES ALL
REQUIRED SIGNED SIGNATURE FORMS.

When you have completed the previous steps, you may release your Investigation Request for processing. Performing this step wil electronicall transmit
ation Request to the agency requesting your investigation, and you will o longer have onine access to & for printing, review, or directly adding

lete the previous step, click this button to release and transmi your Investigation Request to the requesting agency

Release RequestTransmt 1o Agency

2. If the confirmation screen appears, you
are logged out of e-QIP and your
information has been transmitted to

your sponsoring agency.

OMB Ne. 32060005

Your Investigation Request has been released for processing. This completes the oniine portion of your submission. If you have not electronicaly attached

all required signature forms, subit the signature forms that you printed to the office requesting your investigation.

For your privacy, close this window when you finsh

Congratulations! You have completed and submitted your investigation request.

If you have any questions about your investigation status, please follow up directly with

your contact at your sponsoring agency.

Completing the SF 86 in e-QIP
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10 What happens next?

Your sponsoring agency will carefully review your submitted SF 86. In the event that your
information or attachments are incomplete, the sponsoring agency may return the
information you provided in e-QIP and contact you to make corrections to the form.

In the event you are contacted to make corrections to your form, you will need
to:

e Loginto e-QIP

e Review the details of the request and make corrections via the e-QIP system
e Answer all Yes/No questions again

e Re-certify and print a new archival copy of the form

e Print, sign and attach new signature pages

e Re-release your form to the agency

Once the investigation has been scheduled, you may be contacted by an investigator to
schedule your personal interview, if required. For the interview, you will be required to provide
photo identification, such as a valid state driver’s license. You may be required to provide
other documents to verify your identity, as instructed by your investigator.
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APPENDIX A: Signature Process for Pen and Ink Signatures

1. Select the Signature Forms link o
displayed under Step Two Signature

Forl I lS for Prlntlng- IMPORTANT: YOUR BACKGROUND INVESTIGATION CANNOT START UNTIL YOUR AGENCY RECEIVES ALL
REQUIRED SIGNED SIGNATURE FORMS.
2. This will open the signature pages in a S e e e e e o
. P((g a nmm fom\ uqln wmn ma nmeyye 9 yPr ry a ln:hh pu
Separate WIndOW. :r\( e ;Lmy;m n' coy veq be nd that al pa qesv |Tn & printed text may not contain ua xx s ines, or other errors caused by

3. If you do not have printer access, e e e e e e e e s
logout of e-QIP and go to a computer
with printer access. Then log back into
e-QIP to print the forms.

Signature Forms for Printing

4. Inthe Adobe Reader software, select the print icon.
5. After the forms print, sign and date the release forms and certification statement:
a. Use black ink
Sign your name exactly as it appears in e-QIP (e.g., “John David Smith”)

b

c. Sign and date inside the signature box

d. Any corrections or overwrites must be completed using a new signature form or by
drawing a single line through the error and initialing the correction

6. Close the Acrobat Reader window by clicking the X button in the upper right corner.
You will now be back at the Signature Forms for Printing page, click Next.
8. Return to section 8.2 of this guide for help finishing your submission.

~
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APPENDIX B: Upload Attachments or Signature Pages

If you are going to upload an electronic image from your computer follow the below

instructions. If you are going to upload documents with a fax machine, go to Appendix C. If you

are going to send or give your documents to your sponsoring agency outside of e-QIP go to

Appendix D.

1. Select Upload File
2. Select Next

3. Choose the file you wish to upload by
clicking the Browse button and navigating
to where you saved it on your computer.

4. Select the file you want to upload and
click Insert

Step 4 of 5: Add Atta

chment Method

Use any of the folowing methods to provide attachments for your investigaton Request:

© Upload File - Upload to e-QIP Directly - scan and electronically upload directly to your e-QPP request (must be done prior releasing the request)

© Direct Fax - Fax Attachment to e-QFP Directly, &-Q offers an automated fax solution to attach 8 fax to your Investigation Request Prirt a cover
shest and fax o the telephone number isted on the cover shest (must be done prior releasing the request)

* Expected - Standard Fax, Mai, or Other - if not using one of the two methods above, indicate how you plan to provide each attachment

Upload File  DirectFax  Expected
Specify method to be used to provide your attachment? c (o c

Step 4 of 5: Add Attachment - Upload File to e-QIP Directly
L}

Upload File

browsing for a file on your the use of the "Upload File” button. Once a file is selected, type a description
of the fil in the appropriate “Description” field. Finally, upload the fil into the system by clicking the “Upload Attachment” button.

Uploaded file Specification

QP only accepts attachments in Tag mage Fil (if or iff), Graphics (png), or Format (pdf) format. Also,
the maximu fle size allowed is 5 MB. The recommended scanning specification include a resolution of 300 dpi and bi-tonal, not color scanning.

Upload File to e-QIP Directly

NOTE: Certification, General Release and Medical Release forms must be attached separately as single page documents. tems suchasa  Help
resume or OF 612 can be uploaded as multi-page documents.

Uploaded Attachment (TIFF, PDF, or PNG fies only)
Description
Upload Attachment

Return to Aftachments Summary. |

[W] Insert Picture =
.,
@U'ld b Libraries »

Organize » £~ Al @

= \ 49 |[ Search Libraries ol

(W] Microsoft Word

»0 Favorites

Libraries

Open a library o see your files and arrange them by folder, date, and other properties.

5 Documents

Library
4 Libraries ~F
% Documents i
rye Music
usic Library
& Pictures =
I videos [ Pictures
— Library
M Computer
E Videos
~ Library
€ Network <F
File name: v | AllFiles -
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5. Ensure the file shows up in the
attachment block and type a description
in the Description field —

Select the attachment by browsing for a fik on your local system through the use of the "Upload Fil” button. Once a file is selected, type a description
of the fil in the appropriate “Description” field. Finally, upload the fil into the system by clicking the “Upload Attachment” button.

Uploaded file Sy ification

6. Select Upload Attachment <P ony ac ments i Tog image Fie (1 or 1), Porabie Network Graphics (9no),orPortable Document Format () format, Ao,
. the maximum file size allowed is 5 MB. The recommended scanning specification include a resolution of 300 dpi and bi-tonal, not color scanning.
Upload File to e-QIP Directly

NOTE: Certification, General Release and ledical Release forms must be attached separately as single page documents. fems such as a
resume or OF 612 can be uploaded as multi-page documents.

7. Repeat to add other documents or e
signature pages as attachments. If done
adding attachments, click Return to
Attachments Summary and go to section T —

9.
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APPENDIX C: Fax Attachments or Signature Pages

The attachments are the Signature Forms and any other information, such as a resume,
that you would like to provide your sponsoring agency as a part of your investigation. This
option allows you to upload those attachments directly to your e-QIP form before sending
the completed e-QIP to you sponsoring agency.

Note: Contact your sponsoring agency if you have any questions or need fax numbers or
mailing addresses.

1. Select Yes or No to indicate if you o
want to work with attachments

2. Select Next

3- SE|eCt D”-ect Fax Step 4 of 5: Add Attachment Method

n
4 S e | e Ct N ext Use any of the folowing methods to provide attachments for your hvestgation Request:
© Upload File - Upload to e-QP Directly - scan and eiectronically upioad directly o your e-QPP request (must be done prior releasing the request)
 Direct Fax - Fax Attachment to e-QP Directly, e-OP offers an automated fax solution to attach a fax to your Investigation Request. Print a cover

sheet and fax to the telephone number isted on the cover sheet (must be dane prior releasing the request)
® Expected - Standard Fax, Mail, or Other - if not using one of the two methods above. indicate how you plan to provide each attachment

Upload File  DirectFax  Expected
Specity method o be used to provide your attachment? (o @ c

3. In the Fax Attachments to e-QIP e A ———
Directly section, enter the number of -
pages for your document. Do not Direct Fax
include the fax cover sheet in your e

You must provid of "Attached Pages” (excl sheet), and enter a contact telephone number for the sender. Generate

the fax cover shest by clicking the “Create Fax Cover Sheet” button, Once generated, the fax cover sheet wil appear in a separate new
n u ' ' | b e r window fof review and printing. The cover sheat (wih barcode) must then be printed as black and whie image.
2 Fax the document to e-QIP:

L Place the cover sheet on top of the corresponding document

4- Each Separate Slgnatu re Form or il Fax cover sheet and document fo the fax number isted on the cover sheet
other document you are attaching Ao T Sy e oo 8 ety el "
must be itemized separately and e e ey e Sk s T RS RS e
each has its own fax cover sheet

5 . Type yo u r phone n u m ber Into th e NOTE: This method electronicaly associates your fax to this request

Number of Attached Pages (exchuding cover sheet)

Sender’s Contact # field s
6. Select Create Fax Cover Sheet [omeracomsed |

Return to Attachments Summary ]
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This will create a fax cover sheet that
will include your Request Number,
Contact information, and a Barcode
which will route the attachment to the
correct Request in e-QIP.

Note: The fax cover sheet is active for
only seven days. You will not be able to
fax that cover sheet after that date has
expired.

7. Print the fax cover sheet

8. Faxthe cover sheet and the
indicated document to the number
provided on the cover sheet

9. Again, each separate item must
have its own fax cover sheet

If the attachment is faxed successfully, it
will appear in the Attachments Summary.
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Investigation Request # 1300422
SIGNATURE FORMS

The signature(s) in this document refer to information on forms submitted in the e-QIP Investigation

Request # 1300422 . The signature on the statement below is as valid as directly signing the same

statement on a printed e-QIP Investigation Request # 1300422 Official Archival Copy. This signed

statement and an image of each page from the e-QIP Investigation Request # 1300422 Official

Archival Copy will be considered official record.

Sign and submit all forms in this document to the office that initiated your Investigation Request.

Data Hash Code (SHA-256):
77b

ed 72244f8673669c154f00b3a0bde04
Official Archival Copy PDF Hash Code (SHA-258):
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Applicant’s Social Security Number: 321-32-1654
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OMB No. 3206-0261

7T41274f42eafd5

Certification That My Answers Are True

My statements on this form, and any attachments to it, are true, complete, and correct to the best of my knowledge and
belief and are made in good faith. | understand that a knowing and willful false statement on this form can be punished by
finc or imprisonment or both. (See section 1001 of title 18, United States Code).

Signature (Sign in ink) Date (mmiddiyyyy)

e-QIP Version 3.09
e-QIP Investigation Request # 1300422
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e-QIP Document Type CER
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APPENDIX D: Expected Attachments

Another option is to send items by
regular fax or mail to your sponsoring
agency:

1. Select Expected
2. Select Next

3. Provide a description for your
attachment

4. Indicate how many pages it is
Select a method of transmission
6. Select Add Expected Attachment

o1

Completing the SF 86 in e-QIP: Appendices

Useany of

Step 4 of 5: Add Attachment Method
|

your

IP Directy i

* Upload File- Ug! y ¥

® Direct Fax- Fax Attachment to e-QIF Directly, =-QIP offers an automated

Print a cover

UploadFile  DiretFax  Expected
pecify method o be used fo provide your attachment 0 [5) )

Step 4 of 5: Add Attachment :: Expected - Standard Fax, Mai, or Other

Expected - Standard Fax, Mail or Other

A

1. Enter™Namet

o
2

Provide the "Number of Pages”
Sekeot the “Method of Transmission”

n [ Malled - Attachment will be mailed. =

[ 73 Expecied Attachment ]

YTy Loy ]
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APPENDIX E: Two-Factor Authentication

Step1

If you want to use two-factor authentication for future logins by linking your e-QIP account to a device
of your choosing you must FIRST click the link “More information” for instructions on what to
download on your device. Ensure you choose a device you will have access to the next time you wish to
login to e-QIP.

Help OMB No. 3206-0005
e-QIP Optional Two-Factor Authentication

e-QIP provides enhanced applicant security with a Two-Factor Authentication setup. You may choose to enroll and set up this extra layer of security now, or
decline to be asked later. You will need to install an app on your smartphone or an application on your computer to utilize two-factor authentication

Advantages of two-factor authentication

+ It's free

More information

| Enroll || Skip for now

Step 2

The instructions on the screen give an overview of the process you will need to follow. FIRST you will
need to download a two-factor authentication application to your smartphone, computer or tablet.
Again, ensure you choose a device that you will have access to the next time you need to log into e-
QIP. After reading the instructions and downloading the application of your choosing to the device of
your choice, you may close the browser window or tab within the browser that is displaying the
instructions in order to return to the enrollment screen.

OMEBE Mo. 3208-0005

e-QIP - More Information on Two-Factor Authentication

What is two-factor authentication?

Two-factor authentication adds an additional layer of security to your login by requiring information from & second login factor to access your account. Examples of
login factors include:

user123 | gomething you know Something you have Something you are
TEETiEEEy | username, password smartphone, tablet, laptop fingerprint, retina

Why should | use two-factor authentication?

Using tweo different factors of authentication protects your account by preventing remote attackers from gaining access with just your usermname and password.
Femote attsckers cannot Erelend to be you without access to you or your physical device.

How do | setup two-factor authentication in e-QIP?

1. Install a two-factor authentication application on your device
There are a number of free two-factor authentication applications {e.g.. Google Authenticator, FreeQOTR) that support & wide range of operating systems
imcluding Android, 0S5, Windows, and Mac OS

2. Add your e-QIP shared secret to your two-factor authentication application
Secan the QR code or enter your shared secret provided by e-QIP into your two-factor authentication spplication. Just follow the instructions provided by
your preferred application to associate two-factor authentication with your e-QIP sccount.

3. Complete enrollment in e-QIP
After setting up your application. complete enrollment by following the instructions provided by e-QIP.

How do | login to e-QIP using two-factor authentication?

After you have successfully emrolled in e-QIP two-factor suthentication, you will login into e-QIP using your username and password. After providing these
credentials, you will be asked to enter the verification code generated by your two-factor authentication application. Depending on the application you have chosen,
you may be able to receive verification codes via text message, push netifications, or phone calls to your smartphone or a designated landline. You may also have
the option of storing offline passcodes on your device in the event that your device does not hawve Internet connectivity or cell reception.

Are there standards and guidelines associated with two-factor authentication?
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Step 3
Now that you have installed a two-factor authentication application, you may select the “Enroll”

button.

Help OMB No. 3206-0005
e-QIP Optional Two-Factor Authentication

e-QIP provides enhanced applicant security with a Two-Factor Authentication setup. You may choose to enroll and set up this extra layer of security now, or
decline to be asked later. You will need to install an app on your smartphone or an application on your computer to utilize two-factor authentication

Advantages of two-factor authentication

+ Enhanced account security
+ Multiple layers of protection
» Regular password updates
+ It's free

Moare information

| Enroll || Skip for now

40

Completing the SF 86 in e-QIP: Appendices



Step 4
Now that you have an authentication application:

For smartphones or tablets that can use the QR Barcode (e.g. &% ): Open the authentication
application, manipulate the application to where it is ready to image the QR barcode and hold
the smartphone or tablet up to the computer screen. Enter the six-digit number that generates

into the “Verification Code” field and then click the “Submit” button.

For computers, smartphones, or tablets with authentication applications that require the
“Shared Secret” code instead of the QR Barcode: Open the authentication application,
manipulate the application to where it is asking for the Shared Secret code and enter the code
shown on the e-QIP screen. Enter the six-digit number that generates into the “Verification
Code” field and then click the “Submit” button.

Note: This code changes every 30-45 seconds so it must be entered correctly and quickly.

You may choose ‘Skip for now’ at any time in order to continue without the Two-Factor authentication
in which case you should arrive at the screen to enter your information (Step 11 in this guide).

Help OME No. 3206-0005
e-QIP Two-Factor Authentication Enroliment
Follow the steps below to complete enrcliment in e-QIP two-factor authentication.
Step 1: Install your preferred Step 2: Scan or enter your sharedStep 3: Enter your verification
application secret code
Install your preferred two-factor authentication Scan the QR code or enter your shared secretintc  Enter the code generated by your two-factor
application on your device your two-factor authentication application authentication application
You will need to install an app on your smartphone or Verifcation Code [ |
an application on your computer to ulihze two-factor L )
authentication.
ore formation Smartphane
More information users will scan
this code m——pd
| Submit | Skip for now I|
Desktop Applications
will require entering the
Shared Secret Code =————JI Shared Secret : VWAVWCGPGFIGUKZM
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Step 5
You will see the following Encryption Confirmation Screen, while your request is processing.

Help OME No. 3206-0005

We are retrieving your encrypted e-QIP file stored on our secure servers.

Please wait...

Step 6

You may now begin entering you data into the investigative form by clicking the link “Enter Your
Data”. Proceed back to section 5 of this guide for more help. If you have more than one agency
requesting your information you may have more than one Questionnaire from which to choose. If you

need help determining which form to begin entering data into, contact your sponsoring agency for
help.

Help - Logout

OMB MNo. 3206-0005

Security Check Failed

The submitted form did not contain the correct security data. Among legitimate security issues, using your browser's
"Back" and "Forward" buttons as well as refreshing the page can cause this error. If you feel you should not have
received this message, contact your initiating agency.

This is the identifying information we have on file for you. If any of this informaticn is incorrect, contact the agency that initiated your Investigation Reguest.

- Identifyinu (TSNS IRRR T TTTS Q]
Full Name. Bird, Twee ~)
Date of Birth: 01/01/1980
Place of Birth: Boyers, PA

Complete an Investigation Request

The following screens will step you through the process for completing an Investigation Request. Click on the link below to begin or continue this process.
If you have any questions or concerns, click the "Help" link for more information.

Form: Questionnaire For al Security Positions (SF86, Version 2010-12)
Agency: Marti Test

Actions: Enter Your Data
= Begin/Continue providing information for the forms associated with this Investigation Request.
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Note for Future Logins: The next time you login to e-QIP, after entering your username and password
you will be prompted only to enter the six-digit verification code. (As shown below.) You simply need
to open the authentication application and retrieve the current six-digit number presented. You do not
need to scan a QR Barcode or enter a Shared Secret as the device is already associated with your e-QIP

account.

If you no longer have access to the device with the authentication application you may request your
sponsoring agency to perform an “authentication reset” which will require you to login to e-QIP as if it
were your first time logging in.

You're enrolled in 2-factor authentication! Please enter your verification code below. '

Verification Code: I:I
Verify Code

MNote: If you have reached this page in error, click "Return to Login Screen” to try again.

| &
OMB No. 3206-0005
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