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CRYPTOGRAPHIC ACCESS CERTIFICATION AND TERMINATION
PRIVACY ACT STATEMENT

AUTHORITY: EO 9397, EQ 12333, and EQ 12356 .

PRINCIPAL PURPOSE(S): To identify the individual when necessary to certily access lo classified cryptographic information

ROUTINE USE(S): None

DISCLOSURE: Voluntary, however, fallure to provide complete information may delay certification and, in some cases prevent original access
to classified cryptographic information

INSTRUCTIONS
Sectlon | of this certification must be executed before an Individual may be granted access Lo clessified cryptographle information

Sectlon Il will be executed when the Individual no longer requires such access

Untll cryptographic access is tesminated and Section Il Is completed, the cryptographic access granting official shall maintaln the certificate in
a legal file system, which will permit expeditious retrieval  Further retention of the certlficate will be as specified by the DoD Component
record schedules -

SECTION | - AUTHORIZATION FOR ACCESS TO CLASSIFIED CRYPTOGRAPHIC INFORMATION

a. | understand that | am being granted access to classifled cryptographic Information | understand that my beling granted access to this
Informaticn Involves me in & positicn of special trust and confidence concesning matters of natlanal security | hereby acknowledge that |
have been briefed concerning my cbligations with respect to such access

b. | understand that safeguarding classified cryptographlc information Is of the utmast importance and that the loss or compromisa of such
Information could cause serious or exceptionally grave damage to the national security of the United States | undesstand that | am obligated
to protect classified cryptographic infarmation and | have been Instructed In the speclal nature of this Information and the reasons for the
protection of such information | agree to comply with any speclal Instructions. issued by my department or agency regarding unofficial
forelgn travel or contacts with foreign nationals

. | scknowledge that | may be subject to 2 non-lifestyle, counterintelligence scope palygraph examination to be administered in accerdance
with DaD Directive 5210 4B and applicable law .

d. | understand fully the informatlan presented dusing the briefing [ have received | have read this cerilficate and my questions if any bave
been satisfactorily answered | acknowledge that the briefing officer has made available to me the provisions of Title 18 United States Code
Sections 641, 793, 794, 798, and 952 | undarstand that, I | willfully disclose to any unauthorized pesson any of the U S classified
cryptographic information to which | might have access, | may be subject to prosecution under the Uniform Code of Military Justice (UCMJ)
and/or the criminal laws of the United States, as appropriata | understand and accept that unless | am released in writing by an authorized
reprasentative of {insert oppropriate security office) » the terms of
this certificata and my obiigation to protect all classified cryptographic Information to which I may have access, apply during the tima of my
access and at all Umes therealter.

ACCESS GRANTED THIS DAY OF . .
1. EMPLOYEE
a, SIGNATURE b, NAME (Last, First Middie initial) £ GRADE/RANWRATING d. SSN

2. ADMINISTERING CFFICIAL
8. SIGNATURE b. NAME (Last, First Midcse Initial) ¢ GRADE d. OFFICIAL POSITION

SECTION Il - TERMINATION OF ACCESS TO CLASSIFIED CRYPTOGRAPHIC INFORMATION

1 am awara that my authorlzation for access to classified cryptographic information is being withdrawn. | fully appreciate and understand
that the preservation of the security of this Infermation |5 of vital importance to the walfare and defense of the United States. | certify that |
will never divuige any classifled cryptographic information | scquired, nor discuss with any person any ol the classified cryptographic
information to which | have had access. unless and until fieed from this obligation by unmistakable notice from propes authority. | have read
this agreement carefully and my guestions, if any, have been answered to my satisfaction | acknowledge that the briefing officer has made
avallable to me Title 18, United States Code, Sections 641, 793, 794 798 and 952 and Title 50, United States Coda, Sectlon 783(b).

ACCESS WITHDRAWN THIS DAY OF

3. EMPLOYEE
8. SIGNATURE b. NAME (Last, First Middle initial} ¢ GRADE/RANKRATING d. SSN

4. ADMINISTERING OFFICIAL _
2. SIGNATURE 5. NAME (Last, First Middie inkisi) ¢ GRADE d. OFFICIAL POSITION
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REQUEST FOR AUTHORIZATION TO DRAW COMSEC MATERIAL FORM

From

(Head Agency Section Branch Department)
To Electronic Key Management Systems Manager, Security Programs and
Information Management Branch (ARSC)

Subj REQUEST FOR AUTHORIZATION TC DRAW COMSEC MATERIAL FORM

Ref {(a} EKMS 1 (series)
{b} Standing Operating Procedures (SOP) for the Handling
Accountability and Disposition Of Communications Materials Systems
{CMS}

1 The individuals identified below are authorized to receive COMSEC
Material on behalf of Local Element 169078. These appointees are authorized
to receive COMSEC material within the authorized holding space of HQOMC. As
such these appointees have read and familiarized themselves with the
provisions of the references.

NAME GRADE CLEARANCE USER SIGNATURE
NAME GRADE CLEARANCE USER SIGNATURE
NAME GRADE CLEARANCE USER SIGNATURE

AUTHORIZED SIGNATURE AND DATE

Date

From: Electronic Key Management Systems Manager, Security Programs and
Information Management Branch (ARSC)
To:

1 Approved/Disapproved

EKMS Manager Signature

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE ANY MISUSE OR UNAUTHORIZED
DISCL SURE MAY RESULT IN BOTH CIVIL AND CRIMINAL PENALTIES Th use of
electronic signatures are acceptable provided all legal requirements (e g
authenticity, non-repudiation, verification and records management/storage
are met Legal reguirements include but are not limited to 15 U § C 7001,
7006 and 7021
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AMD 1

SF-700 REQUIREMENTS
FOR
STORAGE CONTAINERS

REFERENCE:
EKMS 1(SERIES) CHAPTER 5, PARAGRAPH 520 (b} (1),

STORAGE REQUIREMENTS :

b. Required Forms for Storage Containers: Storage containers for COMSEC
material require the following forms:

{1) SF-700: Part (1) of a classified container information form
(Standard Form 700) for each lock combination must be placed on the inside of
each COMSEC storage container. Current DoD policy considers personal
addresses and telephone numbers to be PII and requires Part 1 be sealed in an
opaque envelope prior to posting inside the container or door, as applicable,
Part 1 is not classified; Parts 2 and 2A will be classified based on the
classification of the highest content in the container and must reflect the
following derivative and downgrading instructions: "Derived from: 32 CFR
2001.80(d) {3)" "Declassify: Upon Change of Combinatien".

Note for LECO: COMBINATIONS for safes holding COMSEC material, the SF-700
(Part 2/2A) must be labeled as indicated above.

Example: SF700 with label Part 2.
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