Using Jabber MomentIM
Jabber MomentIM is the chat client resident on your NMCI computer.
This document is a step by step procedure for registering and using Jabber chat.

Before using Jabber chat, you need to register with the server. On NMCI machine, the
chat server is “chat.dco.dod.mil”.

A. Register an account with the server.
Establish an account.
1. Goto https://www.dco.dod.mil

-2l Defense Connect Gnline - Microsoft Internet Explorer provided by NMCI
Edit

File Tools  Help

-J Back ~ Ii'] Ig'] . o~ gearch Favorites £ v i ﬂ < ;:b
address | &] hktps: | fwmw, deo,dod. milf

DCO 4

DEFENSE CONNECT ONLINE

Wiew  Favorites

UNCLASSIFIED

You are accessing a U.S. Government (USG) Information System (15) that is
provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), yvou consent to the
follawing conditions:

-The US4G routinely intercepts and monitors cornrmunications on this IS for purposes
including, but not limited to, penetration testing, COMSEC monitoring, network operations
and defense, personnel misconduct (PM), law enforcerment (LE), and counterintelligence
[CI) investigations,

-t any time, the USS may inspect and seize data stored on this IS,

-Comrmmunications using, or data stored on, thiz IS are not private, are subject to routine
rmonitoring, interception, and search, and rmay be disclosed or used for any USGauthorized
purpose,

-This IS includes security measures (=,g., authentication and access controls) to protect
USG interests--not for your personal benefit or privacy,

-Motwithstanding the above, using thiz IS does not constitute consent to PM, LE or CI
investigative searching or monitoring of the content ofprivileged communications, or work
product, related to personal representation or zervices by attorneys, psychotherapists, ar
clergy, and their assistants, Such communications and work product are private and
confidential, See User Agreement for details,

DO NOT ACCEPT | [ ACCEPT

@;I]Done é Q Inkernet

2. Click Accept
Your NMCI should have the right Java applications.



https://www.dco.dod.mil/

Warning - Security

The application's digital signature cannot be verified.
Do you want to run the application?

MName: LoginCrata
Publisher: Jar Signer

Fron: hitkps: f v, oo, dod., il

alwavs trust content From this publisher

Run ] [ Cancel

l_'._,l The digital signature cannat be verified by a trusted source, Only
w run if you trost the origin of the application.

More Information...

2a. Select “Always trust content from this publisher” and click on Run (this should be a
one time warning dialog)

<2 DCO Login - Microsoft Internet Explorer provided by NMCI

File Edit ‘“iew Fawvorites Tools Help
Qoack » & - ¥ @ (o P seach 7Favorkes &

Address @']https:,l’,l’www.dcn.dod‘mih’public,l’dsp,l’dco_login‘cFm?banner=true e . Go Links *

UMNCLASSIFIED
DCO 4

DEFENSE CONNECT ONLINE

Forgotten Password Function

Register for a DCO Account. DGO Self Service Passward Reset capahilitywas enabled an 17 Jul 08 to assist users when they have forgotten

Youwil tf.'e requw.ed t.o have y.our CAC their passwords, This automated function will allow users to request new passwards, without Help Desk
and provide & valid pin to register. interaction. For additional infarmation on Self Service Password Reset go to the "User Resources" section of the

Jawa 1.6 is required to register

Reset Password

Usernames are in the firstlast' name ) ) )
farrmat. Login using one of the following methods

Enter Username

Ifyou forgot your password or are
having trouble logaing in, contact

Password: | | the help deskat

Username: | |

Email MNCESEesd.disa.mil
Getting Started CAC Pin: | | DSN 312-850-3136
User Manuals PIN required. 3 tries remaining Commercial 614-692-3136

On-Dermand Training Toll Free 1-800-447-2457

Live Training

User Resources

DCO Connect ¥ Release Motes Ifyau can't see the Java Login Applet, click here.

LoD Enterprise Services Designation

£
?éj Done é 0 Inkernet

ol




3. Click the “Register” button (green)

Verify CAC - Microsoft Internet Explorer, provided by NMCI

File Edit “iew Favorites Tools Help

@Back = ) - ¥ [#] (n S seach 7 Favorkes

Address ﬁj htps: v, dco, dod. milfpublicfdspjverifyCac. cfm

DCO 4

DEFENSE CONNECT ONLINE

DCO Content Search:
Please insert your CAC and enter your PIM to register for a DO account. -

CACPin: |

Register for a DCO

. ) . Special Announcements
Account. PIM required. 3 tries remaining

201109 - Self Service Password

“ou will be required to

have your CAC and Reset
provide a valid pinto DCO Self Service Password Reset
register. capahility was enabled on 17 Jul
: 09 1o assistusers when > More
16009 - LIVE REMOTE DCO
Jawa 1.6 is required to register TRAINING
: DCO Live Remaote Training will
Getting Started offer two training session for the
User banuals moanth of August. Sess = More
On-Dernand Training 20.un09 - New Disk Usage Policy
Live Training Due to rapidly increasing disk

utilization by users of DCO, the

User Resources below policies are now in = hMare
DCO Connect 7 Release Recent Announcements
Motes

150uf09 - DCO Meeting Room
Maintenance

DOD Enterptise Services
Designation

FAQs

Self Service Password

As part of DCO meeting
maintenance plan, Host should
ansnra that Mnnnart Meatinn

@Done é Q Internet
4. Enter your CAC Pin and click login




CO Self Registrations - Microsoft Internet Explorer provided by NMCI

File Edit Miew Favorites Tools  Help .#

@Back = ) - ¥ [#] (n S seach 7 Favorkes v g oY
address | @] https: {fwww,deo.dod.milfpublic/dspsel v Go Links >

m
Fvonen . Becrrenictration ok Vlicocerrern . B
Ladin

First Name" HOANG DCO Content Search:

A .GO
Register for a DCO Middle Initial J
egister tor a -
RankiTille Mr. v Special Announcements

Account. 200109 - Self Service P :
- ; . 01109 - Self Service Password

You will be reguired to Email* |J9”Y pham@usmc. mil | Reset

have your CAC and o

provide a valid pin to Organization UsMC DCO Self Service Password Reset

register. Organizational DD, LS. Government, LIS capahility was enabled an 17 Jul

B Description 09 to assistusers when = More
Primary USMC 3 161109 - LIVE REMOTE DCO

Jawa 1.6 is required to register Organizational TRAINING

_ Arfiliation* DCO Live Remote Training will
Getting Started - )
g Geographic MNorh America aoffer twa training session for the

User Manuals Location® month of August. Sess > More
P 1] 10 w i 4 i
On-Demand Training Address* |Elox 555171 | 20.Jun09 - New Disk Usage Policy
Live Training - Due to rapidly increasing disk
City |Camp Pendleton | utilization by ugers of DCO, the

User Resources

State’ belaw policies are now in = hare

zoto Conect ! Releace Country* us Recent Announcements
otes
DOD Enterprise Services I 92085 154uf09 - DCO Meeting Room

; N Maintenance
Designation Telephone Number* |?ED 725 2790
FAG Az part of DCO meeting
TAUS Mote: Pagswords must be 10-14 characters and contain 2 each of the following: maintenance plan, Host should
Self Service Password Upparcase letter, lowercase letter, numeral, spacial character. Gnly the following ensure that Connect Meeting B
Reset special characters are allowed: |@$%AES_+=~ Rooms are = Maore
Test Meeting Connectivity Password" 16.Jun09 - NEW DCO CTO 09-006
DoD Cerificates Confirm P 4" Anew Communication Task Crder
Download has heen issued for Defense

Connect Online. The CTO can he

L hde

Ej é 0 Internet
5. Enter appropriate info on screen 1 and screen 2 (screen 2 is not shown here)

|4

Then you should have a registration complete



2} DCO Login - Microsoft Internet Explorer provided by NMCI

Favorites  Tools  Help

File:
@Back = ) - ¥ [#] (n S seach 7 Favorkes - (W - oY

Wiew

Edit

Links >*

Address ﬁj https: v, dco, dod. milfpublicidspideo_login, cfmzbanner=truetCFID=3443398CFTOKEN=37925477&jsessionid=FE01 AZ0CB9551 A7436ACE7OFZET: ¥ . G0

DCO 4

DEFENSE CONNECT ONLINE
Register Forgotten Password Function

Reuist.erfora D_CO Account. DO Self Service Passwoard Reset capahility was enahled on 17 Jul 08 to assist users when they have forgotten

You wil tf.'e reqmr.ed t.o have y.our CAC their passwards. This automated function will allow users to request new passwords, without Help Desk

and provide a valid pin to register. interaction. For additional information on Self Service Password Reset go ta the "User Resources” section ofthe
Login

Java 1.6 iz required to register

Reset Password

Usernames are in the firstlast' name

farmat.
Enter Usemame Login using one of the following methods

Registration Complete. Your User Name is: HOANG.PHAM

Ifyou forgot your passward ar are

Username: | | having trouble logging in, contact
D d: | | the help desk at
Email MNCESE@eed.diga.mil

Getting Started

User Manuals .
f i i Commercial 614-692-3136
On-Demand Trainin FIN reguired. 3 tries remaining
Toll Free 1-800-447-2457
Live Training

User Resources

DCO Connect 7 Release Motes

DOD Enterptise Services Designation

Ifyou can't see the Java Login Applet, click here.

o

F
@ Dane é 0 Internet

Note the User Name (see the red text)
6. Login with your CAC, enter the Pin and click Login.

After a successful log in then you should see the following screen one time



My Account - Microsoft Internet Explorer provided by NMCI
Edit

File:
@Back = ) - ¥ [#] (n S seach 7 Favorkes L oY

Address ﬁj https: fivavaw, dco.dod. milfprivatefdspfmy _dco.cfm

DCO s i

DEFENSE CONNECT ONLINE

Wiew Favorites  Tools  Help

viB o ks >

Horme Your usemarne has changed as pan of a systern wide Content Search:

hly Meetings change in naming convention.
Ity Account User Search:
Flease use the new username below for all future

Sponsor Account i
loging to the DCO Portal, and Connect meeting rooms. First Last

Web
HOANG.PHAM MeetingRecording Search:

Create a Mew

Meeting For logins to Jabber, you must append the username
My Meetings with "@chat.deo.dod.mil"; Special Announcements
My Recardings 200109 - Self Service Password
HOANG.PHAM@ chat.dco.dod.mil Reset
My Cantent .
DCO Self Serwvice Password Reset
My Templates i ; ;
) - This is a one time message .ItW|II not appear at your capability was enabled on 17 Jul 08 to
Public Mestings next login. assist Users when = More
Public Recordings 1614109 - LIVE REMOTE DCO TRAINING
Aciive Public Proceedin DEO DGO Live Remate Training will offer
Meetings two training session for the manth of
August Sess =Mare
;:::::tging 20Jun9 - New Disk Usage Policy
Due to rapidly increasing disk
0_’9“ XMPP Web utilization by users of DCO, the below
Client policies are now in = More
Download XMPP
Meckinn Client Recent Announcements b
éj Dane é Q Internet

Note your user name



B. Using Jabber chat.
1. Open the DCO chat application on NMCI machine. Select Start - All Programs -
Jabber MomentIM - Jabber MomentIM

® DCO Chat M=

File E Cptions  Windows  Help

pls <

You are currently disconnected.

Click & profile to connect
' Diefault Profile

This cormputer system, including all ~
related equipment, netwarks, and

netwaork devices (specifically including
Internet access), is provided anly for
authorized LS. Government use. DOD
computer systems may be monitared for

all lawful purposes, including, ensuring

that their use is authorized, for
management of the system, to facilitate s
BFun the Mew User Wizard

Create g Mew Profile

2. Edit the default profile



Default Profile Details X]

Account Detailz |.ﬂduanced Connection | Encryption | Proces | HTTP Palling

Jabber 1D |huang.pham @chat . doo dod. mil w |

Pazsward: || |

|:| This iz & new account
[] save password

Bename thiz profile

[ Ok H Cancel ” Connect ]

3. Enter your user name in the dco.dod.mil. enter the username@chat.dco.dod.mil
Do not select the option “This is a new account”

Default Profile Details X]

Account Detailz |.ﬂduanced Connection | Encryption | Proces | HTTP Palling

Jabber 1D |huang.pham @chat . doo dod. mil w |

Paz=zword:

************l |

This iz a new account
[] save pessword

Fename thiz profile

[ Ok H Cancel ” Connect ]

4. Keep the default on all other tabs. The following five screen captures shows the
defaults for the Jabber IM client on NMCI machine.



Default Profile Details X]

Acount Details | Advanced |-::nnne.:ti.:.n| Encryption | Praxy | HTTP Paling |

Resource: DCo Chat L

SALL Realm: doo.dod.mil

Y
Priority: -
kerberos Authentication
|:| Uze Kerberos Authertication

|:| Uze Windows login informstion

*.509 Cerificate Authentication
|:| Use =509 Certificate Athentication

| | Select Cert...

[ Ok H Cancel ] Cannect

Default Profile Details %]

| Account Details | Advanced | Connection | Encryption | Proxy | HTTP Paling |

|:| A tomatically discover host and port

Huost: |chat.du:u::.du::d.mil |

Part:

Ok l [ Cancel Cannect




Default Profile Details

| Account Details | Advanced | Connection | Encryption |F‘r-:u:<3.-' | HTTP Palling |

SEL Modes

{:} Encrypt the connection whenewver posszible.
@" Al connections must be encrypted.

() Uze old S5L port method.

[ Ok ][ Cancel ] Cannect

Default Profile Details %]
| Account Details " Arvanced " Connection " Encryption | Proxy | HTTP Palling
e | |

Host: | |

Patt: 1080

Authertication Reguired

zername: | |

Password; | |

[ Ok ] [ Cancel Cannect




Default Profile Details X]

tocourt Details | Advanced || Connection | Encryption F‘r-:uxy'| HTTP Poling I

[]use HTTP Paling

URL: | |
Pall Tirme: seconds
#of Keys: 256

MOTE: You must use the URL aof your jabber server's HT TP tunnelling prozxy.
You can not use zome "standard" HTTP proxy for this to work. Contact wour
zerver adminiztrator for additional information.

[ Ok l [ Cancel Cannect

5. Click Ok. The application may attemp to connect. If not, you’ll see the following
screen, click on the connect icon



® DCO Chat Ml=1E3
File E Cptions  Windows  Help

g currently disconnected.

Click aNrofile ta connect
o Default Praofile

This computer system, including all b
related equipment, netwarks, and

network devices (specifically including
Internet access), is provided anly for
authaorized LS. Government use. DOD
computer systems may be monitared for

all lawful purposes, including, ensuring

that their use is authorized, for
management of the systern, to facilitate

BFun the Mew User Wizard
Create g Mew Profile

® password

Enter Password

EEES L4

[ O l ’ Cancel

6. Enter your password and click Ok.



® Security Warning |Z| |E| le

t} S5L Security Warning

The 551 certificate received from the server has emrors.
Certificate does nat match haost: AC=15/0=1.5.
Government/OU=0al 00 =PKIAOU=D154/CH=chat. dco.d
od. mil

Certificate fingerprint:

() Reject S50 certificate. Dizconnect jabber session,
(%) Allow thiz S5L certificate for this jabber session.
() Alwaps allow thiz 551 certificate.

ok |

6a. the following may appears once, depends on which option you select. Select the
appropriate option. Recommend select the “Always allow ...” option for your primary
compulter.

If you log in succesful, then you should see something like this:

‘® DCO Chat - hoang.pham... |Z||E|[z|
Eile People ©ptions windows Help

P/ OE@ ¢

o Available =




If you select “this is a new account” option in your profile, then you get this error:
DCO Chat X

@ &n Error occurred Erying Eo register wour news account, This server may not allow open registration,
ERROR:

If you enter the wrong password or use the wrong user name, you’ll get this error:
DCO Chat %

There was an error krying to authenticate wou,
Either vou used the wrong passward, ar Ehis account is already in use by someone else,

7. To join a conference (aka room), click on the join conference button

‘® DCO Chat - hoang.pham... |Z E'E'
File People Options ‘Windows Help

. &[@

OBl @ &

' Available =




® Join Room Z E' E'

Join or Browsze for a Conference A oom t :}
Specify ar brawse for & conference room to join or creste. -
Iy Micknamme: |ierr'_-.-'lpham

|:| Uze registered nickname i© availakle.

If & new conference room iz crested you may be prompted to configure it
|:| Aways accept default conference room configuration.

{:} Join or Creste the following conference room:

Conference Room Server;

Corference Room Mame: | |

Pas=sward to join room if reguired | |

@ Browse servers for & conference room to join

Met = l ’ Cancel ]
8. Click Next
® Join Room

Join or Browse for a Conference Room t ai

Specify or browse for & corference room to join or create. ‘_‘-’#

Show conference rooms found on this server
-&LL SERVERS - W | ’ Fetch Rooms
Carfergnce Room Server Dezcription e
I gof5 exercize room corference.chat.doodod mil - W gof exercis. . B
INESSth =ig b alaska corference.chat.doodod . mil - 155Sth sig bnoal...
N2M sfy_=3 corference.chat.doodod.mil  2M =fg_s3
hohcos conference.chat.doodod.mil lbochoos
HERERRemaildEREERERERE conference.chat doo dod mil  3FERRERemaildBe. .
HERE et conference.chat.doodod.mil  ¥HERR ezt
HEE1E3 conference.chat.doodod.mil  ¥BEEN163
#H ppsm H conference.chat.doo.dod.mil ¥ ppsm &
Hanonymous# conference.chat.doodod.mil  FHanonymous i
#1 chat room corference.chat.doodod.mil  #1 chat room
#1 room to chill and chat conferenc doodod.mil  #1 room to chill ... .
« Back ] [ Finizh l ’ Cancel




9. Select a conference (aka room) then click Finish

Should see osmething like this:

® DCO Chat - hoang.phamechat. dco. dod. mil
File People Options Windows Help

NP OE @ K

E #1 room to chill and chat

oY Saumey USMAR Grp =AY
[12:14 prm] This roorm is not v Jerry.Pham
anonymaous.

[11:26 am]| * ROBERT ROWLAND has
changed the subject to; Saufley
LISMAP Grp

[10:25 am|=larenzo fletcher= Que es?
[12:89 pm|=Gregary Belzers yyyy
[2:31 am]=Gregory. Davisse hi

[E:31 am]=Gregory. Davish> Ceu es?

BU 7% §BE@ « O Nml v

o mwailable = || |

10. To exit the room click the red X button associate with the room.



