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1. [bookmark: _GoBack]Purpose:  This is an attempt to demystify some of the basic IT systems that are available for all Marines (Reservists, too!).  These tools will make you more efficient and better able to support Marines, particularly at remote locations.  
2. Why you should care:  Legal assistance products, ADSEP evidence, and other legal documents have sensitive information and PII.  If you don’t want the information from your client or case posted on WikiLeaks by a mediocre hacker, you should reconsider using Gmail, Yahoo, Drop Box, etc. to conduct official Marine Corps business.  These public IT systems frequently host their data (your emails and files saved in the cloud) on servers located in foreign countries.  By using these systems, your data is likely transiting through or being stored in India and/or China.  The Marine Corps offers alternatives, but they are clunky until you learn to use them.  It is worth the effort.  
3. Remote Email Access:  You can access your first.last@usmc.mil email account from ANYWHERE if you have: 1) a Windows-based machine; 2) a CAC card reader (buy one online or at Walmart); 3) an internet connection (wireless is fine).  Outlook Web Access (“OWA”) is available to all.
a. Visit:  https://webmail.us.usmc.mil/OWA
b. The Marine Corps doesn’t advertise it, but it is clearly available to all.  See, MARADMIN 118/13 dtd 28Mar2013, which provides the most current OWA links.
c. Here is a compact CAC card reader.  You can search for them on Amazon.com.  There are many. I’m not endorsing it…it’s just one option:  http://www.amazon.com/gp/product/B00434WQVU?ref_=cm_sw_em_r_dptod_GZZGvb18MFXSX_tt
d. Emails between usmc.mil accounts are significantly faster, which helps when you are at a Reserve Center and need to send/receive documents to/from local Marines.    
4. Posting/Retrieving/Sharing Info:   The JRS has a SharePoint site.  It is similar to Drop Box, but secure.  You can navigate to it via USMC.mil/SJA site…it is the “secure version.”  The RLS webpage no longer has the Secure Version (SharePoint) link, but it still exists!  To gain access, contact JAD IT: JAIwebmaster@usmc.mil or email Mr. John Hill (john.hill@usmc.mil) and/or SSgt Burgos (luis.burgos@usmc.mil).  Others at JAD may also be able to add you to the user list.
a. www.hqmc.marines.mil/sja/branches 
b. [image: ]
c. Click the “Secure Version” link, and then select your email certificate.
d. [image: ]
e. Once you are in the SharePoint portal, you can access all the other branches within SJA CMC SharePoint site.  JAL is a gold mine of continuously-updated information and briefings regarding a wide range of issues.  You can truly become a one-man (woman) legal shop if you consider all the information available to you.  
5. Sharing LARGE Files:  You can share up to 2GB files securely via a web-based system hosted by the Army.  It allows you to upload multiple files in nearly every format (i.e., .doc, .ppt, .pdf, .wav, etc.).  It has a CAC and non-CAC login method, but the CAC version works best.  This is an excellent tool for sending a completed ADSEP package back to ADLAW and to the originating unit.  It is approved for PII/PIA.  You do not need a usmc.mil email account to use it.  You can search for recipients in the GAL within the tool, so you can locate military and DoD personnel.
a. URL:  https://safe.amrdec.army.mil/SAFE/Welcome.aspx 
b. [image: ]


6. Microsoft Internet Explorer Security Settings:  If you are having trouble with internet webpages loading properly (including the OWA page mentioned above), your security settings may be there problems.  To change your settings, go to the ribbon at the top of your IE browser and go to:  Tools/Internet Options (at the bottom of the list), then select the Advanced tab.  Go all the way to the bottom of the list and be sure your SSL/TLS selections are as follows:
   [image: ]
7. Bottom Line:  The technology is there to stay plugged in the same way your active-duty counterparts are. It looks and feels the same and is secured to the best of the DoD’s ability.  Call/email me if you need help.
LtCol Ted A. Bonanno, USMCR		ted.bonanno@usmc.mil (or gmail.com)	M: 858.395.5194
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Select a Certificate

BONANNO.TED.A.1244397...
Issuer: DOD CA-31
Valid From: 4/6/2015 to 4/6/2018

Click here to view certificate prope...

BONANNO.TED.A.1244397...
Issuer: DOD EMAIL CA-31
Valid From: 4/6/2015 to 4/6/2018

BONANNO.TED.A.1244397...
Issuer: DOD CA-31
Valid From: 4/6/2015 to 4/6/2018

BONANNO.TED.A.1244397...
Issuer: DOD EMAIL CA-32
Valid From: 10/28/2014 to 10/28/20...

BONANNO.TED.A.1244397...

Issuer: DOD CA-31
Valid From: 10/28/2014 to 10/28/20...
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‘SAFE is designed to provide AMRDEC and its customers an altemative way to send files other

- — ail file sizes up to 2GB
SAFE. L
Click here for Getting Started Guide

safe Access File Exchange

To begin using SAFE please click on one of the links below.

Welcome to the AMRDEC SAFE Web Application

CAC Users Non-CAC Users
“This option is for CAC users with a computer configured for CAC use For users without a CAC OR if your computer is not configured to read
When prompted for a certiicate, select the one with "EMAIL" in the name your CAC. Using this option will allow you to access SAFE as a
or
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Empty Temporary Internet Files folder when browser is dl
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks”
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Enable SmartScreen Filter
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=Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer seftings

Resets Internet Explorer's settings to their defauit
condition.

You should only use this if your browser is in an unusable state.
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