Marine Corps Guidance for the Managers Internal Control Program
Objective
The goal of the Managers Internal Control (MIC) program is to manage risk in order to:
· Achieve goals and objectives of the Assessable Unit (AU).
· Comply with laws and regulations specific to the AUs goals and objectives.
· Reduce fraud, waste and abuse within each AU.
· Ensure safety and security of assets and people within each AU.
Overview
Each responsible manager of an AU must identify their goals and objectives and the risks that could affect their goals and objectives.  The goals and objectives of an AU should tie directly to the Sub-Activities mission accomplishment.   Each AU must have Internal Controls in place to ensure that risk is manageable.  Internal Controls are techniques, tactics and procedures used in daily activities to manage risk.  An internal control does not effectively manage risk if the AUs goals and objectives are not met.  If goals and objectives are not met, you have a Reportable Condition and a corrective action plan timeline must be developed.  The corrective action plan must outline the actions being taken to improve existing internal controls or add new internal controls.  Once the responsible manager completes the internal control assessment, the Sub-Activity Head consolidates the results and signs the certification statement.  The certification statement will simply state that you have reportable conditions or do not have reportable conditions.  Appendix 1 provides an illustration of the Managers Internal Control process.  
Assessable Unit
An AU is a process, function, or program that is significant to a Sub-Activities mission accomplishment.  
Every AU must have a responsible manager.  The responsible manager must identify their measurable (something you can count) goals and objectives.  
To assist in correctly identifying assessable units, managers should ask themselves the following questions:
What areas does leadership emphasize?
Is there an order or directive that requires you to manage this function?
Do you currently provide a report on this topic/function to higher headquarters? 
What are the most important things discussed at weekly staff meetings?
Does the process consume a large amount of my time?  
Risk Assessment
Risk is the probability of not meeting your goals and objectives.
Mapping out your assessable unit process may help identify risk areas.
Risks that could affect the AUs goals and objectives must be identified.
Risk assessment analyzes the likelihood that events could negatively affect the AUs goals and objectives.  
· What is the likelihood that the absence of, or inadequate, internal controls will have a negative impact of the AUs goals and objectives?  Self determine a low, medium, or high rating using the below chart.  Examples of risk types are provided in Appendix 2.
           Chart to determine low, medium, or high risk
	Probability of not meeting your goals and objectives if internal controls do not exist or absent
	100%
	Medium
	Medium
	High
	High

	
	75%
	Medium
	Medium
	High
	High

	
	50%
	Low
	Medium
	High
	High

	
	25%
	Low
	Low
	Medium
	High

	
	0-10%
	Low
	Low
	Medium
	Medium

	
	 
	Insignificant
	Minor
	Moderate
	Major

	 
	Impact on Goals and Objectives



Internal Controls:  Assessment and Results
Internal Controls are policies, procedures, and other mechanisms that minimize the risk of an AU not achieving its goals and objectives.  
Responsible managers must identify their key internal controls.  The responsible manager must monitor and measure the effectiveness of the internal controls through periodic testing and reporting.  This is achieved through a control assessment.
An assessment can use multiple methods to evaluate the AU such as: observation, interview and sample testing
A valid assessment should answer the following questions:
· What was the actual outcome of your goals and objectives?
· Did you meet your goals and objectives? (YES/NO) 
· If No, review your internal controls to determine if they are working effectively and create a corrective action plan.
If an Internal Control is not working properly, the Assessable Unit may not achieve its goals and objectives.  This is a reportable condition.  The responsible manager should create a plan to address the steps to be accomplished to correct the reportable condition.  The plan should provide a target completion date for corrective actions and validation to show that internal controls now enable the AU to meet its goals and objectives.
If an Internal Control is working properly, risk is reduced and the Assessable Unit should achieve its goals and objectives.  There is no reportable condition to report. 
Note:  Internal control assessments can utilize existing programs (Inspector General inspections, internal reviews, audits, and self testing) to evaluate internal controls.  Self testing can include monitoring goals and objectives, but they must be documented.  AU Managers should maintain assessment documentation for three years.
After conducting an internal control assessment, the AU manager should compare the risk assessment rating (low, medium or high) with the chart below to determine if the control adequately decreased risk to the AU’s goal or objective.

	Likelihood of Control Failing
	100%
	Medium
	Medium
	High
	High

	
	75%
	Medium
	Medium
	High
	High

	
	50%
	Low
	Medium
	High
	High

	
	25%
	Low
	Low
	Medium
	High

	
	0-10%
	Low
	Low
	Medium
	Medium

	
	 
	Insignificant
	Minor
	Moderate
	Major

	 
	Impact on Goals and Objectives if Controls Fail



Note on frequency of assessments
High risk areas should conduct an internal control assessment every year
Medium risk should conduct an internal control assessment every two years
Low risk should conduct an internal control assessment once every three years

Corrective Action Plans

A complete corrective action plan must answer the following questions.

1. Title and description of issue.
2. Year identified
3. Original targeted completion date.
4. Targeted completion date in last year’s report
5. Current target date.
6. Reason for changes in completion date.
7. Develop a step-by-step timeline on actions planned to improve internal controls.
8. After completing corrective actions, how do you validate that actions are producing the desired result?
9. What quantitative or qualitative benefits were produced by the internal control corrective actions?

Certification Statement
Each Sub-Activity head will provide a signed certification statement to the Activity head.  The Activity head will use these subordinate statements to create the overall activity certification statement. 
Step-by-Step Process to execute the Manager’s Internal Control Program
1. Activity must identify Sub-Activity.
2. Sub-Activity must identify each Assessable Unit (AU).
3. Sub-Activity must identify responsible manager for each AU.
4. Responsible manager must identify measurable goals and objectives.
5. Responsible manager must identify risks that negatively affect goals and objectives.
6. Responsible manager must identify Controls that manage risk.
7. Responsible manager must assess the internal controls to ensure goals and objectives are being met.
8. Sub-Activity head must consolidate sign a Certification Statement.
9. Activity head must consolidate Certification Statements and sign a certification statement.

Writing strong internal control accomplishments
An accomplishment must be internal control related and tied to an assessable unit.  The write up should explain the “before” and “after” story of how internal controls were strengthened or implemented to create an accomplishment.
Questions that can help identify good accomplishments include:
What was the impact at your organization?
Were there problem areas that required implementation plans that produced positive results for your activity?
Does the accomplishment provide an internal control best practice that should be adopted by the command or Marine Corps wide?
Did your actions provide more effective and efficient operations to the Marine Corps?
Was there a measureable result produced as a result of strengthening or implementing an internal control?




Appendix 1: Managers Internal Control Process
[image: ]
Appendix 2: Identifying Types of Risk
Strategic: Misinformation due to inaccurate or untimely information jeopardizes mission and/or strategic planning.
Operational: Policies, procedures, and instructions do not sufficiently allow achievement of mission.
Financial: Misstatement or calculation error resulting in loss of assets or available operating budget.
Human Resources: Management and staff are not sufficient to meet separation of duties requirements or sustain mission.
Technology: Systems and technology controls, in design and operation, do not control unauthorized system/database access.
Environmental: Negative impact on the environment.
Reputation: Negative public opinion.  Cause the Marine Corps to be portrayed negatively in the press.
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