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I.   EXECUTIVE SUMMARY

From:   (Issuing authority)								(date)

To:	SEE DISTRIBUTION 

Subj:	(Insert organization name) CONTINUITY OF OPERATIONS PLAN (Short Title:  (organization name) COOP)

	General.  This Continuity of Operations (COOP) Plan provides instruction and guidance for (Insert organization name) in the execution of (Insert organization name) Mission Essential Functions (MEFs) during continuity events.  It provides specific information for continuation of (Insert organization name) MEFs relative to staffing, alternate site relocation and configuration, continuity operations, and reconstitution.

.  	Purpose.  This plan outlines procedural steps and actions required for relocation and/or reconstitution of the mission essential functions of (Insert organization name).

.	Applicability and Scope.  The information contained herein applies to all personnel assigned to (Insert organization name) to include designated external billets assigned throughout the (Insert organization name) area of responsibility. This plan covers the full spectrum of threats and hazards that would require initiation of COOP by (Insert organization name).

	Responsibility.  It is the responsibility of all personnel and designated departmental/directorate emergency planning coordinators to become familiar with this plan.  Each functional user will review and recommend changes to (Command Continuity Manager).

	Security.  The classification of this plan is SECRET (when filled in).  All pages within the document are classified SECRET to protect the mission and operational capabilities of (Insert organization name) and the compilation of sensitive, but not necessarily classified individual entries, which in aggregate, may reveal classified information.  Information contained in this document affects the national defense of the United States within the meaning of the Espionage Laws, Title 18, U.S.C., Sections 793 and 794 and shall only be disseminated to those agencies and personnel whose official duties specifically require knowledge of this plan.  Reproduction of this document in whole or in part is authorized in order to facilitate planning.  Direct security related questions or comments on this document to the Security Manager, (Insert organization name).

	Effective Date.  This plan is effective as of the date signed.
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IV.   INTRODUCTION

4.1   GENERAL

Executive Order 12656, signed on 18 Nov 1988, states that: 
“National Security is dependent upon the ability to assure continuity of government, at every level, in any national security emergency that might confront the nation".

At the time this executive order was issued, the primary threat to continuity of government was a nuclear exchange between the United States and the Soviet Union.  Various implementing directives in the ensuing years continued to address this worst-case scenario until the early 1990's, when the Soviet Union ceased to exist.  As the nature of the threat to continuity changed, national leaders in the federal government recognized that the approach to continuity would also have to change to address new multi-level threats. 

4.2   CONCEPT OF CONTINUITY

	a.    Continuity, as it applies to the United States government, is an integrated concept combining the precepts of Enduring Constitutional Government (ECG), Continuity of Government (COG), and Continuity of Operations (COOP) as a foundation for success.  
 (
COOP
COG
ECG
)















	b.    Enduring Constitutional Government (ECG) addresses our ability to continue to exist as a nation under our present form of government.   It is a cooperative effort among the Executive, Legislative and Judicial branches to preserve the capability to execute government responsibilities as directed by the Constitution.  As the highest point in the continuity pyramid, it is dependent upon effective Continuity of Government and Continuity of Operations plans and capabilities.  In order to achieve ECG, orderly succession plans must exist, as well as mechanisms for appropriate leadership transition and the ability to perform essential functions.


	c.    Continuity of Government (COG) ensures the ability to continue the minimum essential functions of government to facilitate the safekeeping of vital resources, facilities and records, as well as the improvisation or emergency acquisition of those same vital resources.  COG is dependent upon effective Continuity of Operations plans and capabilities.  In order to achieve COG, orderly succession must take place with the ability to delegate authority during the emergency and relocate essential personnel and functions to alternate operating sites to assure sustained performance of minimum essential functions. 

	d.    Continuity of Operations (COOP), which is executed at the individual agency and component level, is the basic foundation for all continuity.  It is an internal effort to ensure the capability to execute mission essential functions across a wide range of emergencies.  COOP planning covers the same functional areas as COG, and while it is an integral part of ECG and COG, it is more importantly, "good business practice".  In order to achieve successful continuity of operations, a high level of readiness must be maintained with the ability to execute without warning to continue the mission essential functions from alternate locations. 

4.3 	(Insert organization name) CONTINUITY OF OPERATIONS PLAN OVERVIEW

		a.   The (Insert organization name) mission is to (enter mission statement).  To accomplish this mission, (Insert organization name) must ensure its operations are performed efficiently with minimal disruption, especially during an emergency.  This document provides planning and program guidance for implementing the (Insert organization name) Continuity of Operations Plan and programs to ensure the organization is capable of conducting its essential missions and functions under all threats and conditions. While the severity and consequences of an emergency cannot be predicted, effective contingency planning can minimize the impact on (Insert organization name) missions, personnel, and facilities.

	b.    The (Insert organization name) Continuity of Operations Plan meets all the requirements as set forth in NSPD-51/HSPD-20 and the implementing directives issued by the Office of the Secretary of Defense, the Chairman of the Joint Chiefs of Staff, and the Secretary of the Navy.  This plan addresses the ability to continue (Insert organization name) mission essential functions in an "all hazards" environment without unacceptable interruption.  

	c.    The "all hazards" environment in which the plan must be accomplished ranges from high probability/low impact natural disasters to low probability/high impact attacks: 


	d.    The ability to operate in the "all hazards" environment dictates possible relocation of key (Insert organization name) personnel to alternate sites in and around the (command’s area of operations), as well as the possibility of devolution of command/control to (devolution designate) for continuation of (Insert organization name)
mission essential functions during an emergency.  The crisis, as well as the ability of (Insert organization name) personnel to continue the mission essential functions, will determine the staffing and activation of relocation sites, as well as the necessity of assumption of MEF performance by other commands. 
	e.    This Plan applies to the functions, operations, and resources necessary to ensure the continuation of (Insert organization name) essential functions, in the event its normal operations at [Name primary operating facility] are disrupted or threatened with disruption. This plan applies to all (Insert organization name) personnel.  (Insert organization name) staff must be familiar with continuity policies and procedures and their respective continuity roles and responsibilities.

	f.    The (command executive agent for continuity) has cognizance over all activities with regard to (Insert organization name) Continuity of Operations.  Included in this responsibility is the authority to task subordinate command elements to provide personnel, facilities, and other support as necessary to ensure successful execution of the COOP plan.  

4.4   ALTERNATE SITE OPERATIONS

	a.    This COOP Plan describes the relocation of leadership and designated Emergency Relocation Staff (ERS) to (list designated primary and tertiary {if required} continuity facilities) to carry out the MEFs of (Insert organization name) in response to a continuity event.  

	b.    (Insert organization name) ERS personnel will be prepared to assume performance of (Insert organization name) MEFs at designated alternate sites within 12 hours of plan activation.  

4.5.   PLANNING GUIDANCE

MCO 3030.1 requires the Marine Corps to develop continuity plans that ensure the continuation of organizational mission essential functions under all circumstances and across the spectrum of threats.  USMC continuity plans will:

	a.   Ensure the capability to perform MEFs at alternate sites as soon as possible, but no later than 12 hours after COOP Plan activation. 

	b.   Address the geographic distribution of leadership, staff, and infrastructure in order to increase survivability and maintain uninterrupted capability to accomplish organization MEFs. 

	c.   Establish the capability to evacuate and/or shelter-in-place both essential and non-essential personnel during continuity events.
	

	
	d.   Maximize the use of technological solutions to provide information to leaders to facilitate decision-making, maintain situational awareness, and issue orders and direction. 

	e.   Establish pre-planned and emergency procedures for delegations of authority, orders of succession, and devolutions of authority for essential command and control functions and key positions. 

	f.    Designate alternate operating location(s) and establish capabilities to execute MEFs at alternate sites during a continuity event until reconstitution to normal operations at the primary facility.  Relocation sites must provide adequate geographical dispersion, physical security, connectivity, hardware, software and related infrastructure to assure access to the communications and information systems necessary to support the execution of MEFs.   

	g.   Establish the capability and procedures to provide alert/notification and movement of essential personnel and equipment to relocation sites.  Transportation and logistics coordination requirements for movement of personnel and equipment shall be included in continuity plans.  

	h.   Identify vital records and ensure their storage, protection, and availability to support performance of MEFs during a continuity event.  Vital records are those documents, databases, records, references and information systems needed to support the continuation of MEFs, and include those records and information systems necessary for reconstitution to normal operations after an event. 

	i    Establish Emergency Relocation Staff (ERS) and primary and alternate personnel rosters.  Continuity staffs will proceed to alternate sites to continue MEFs during a continuity event.  Determining continuity staff involves several considerations including, but not limited to:  key leadership roles, subject matter expertise, critical skills, and continuous 24/7 staffing.

	j.   Address post-event recovery and reconstitution procedures and requirements.  

	k.    Establish procedures for accountability of all assigned personnel during continuity events, including those not directly tasked in support of COOP operations.  
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V.   PURPOSE

5.1   NATIONAL COOP POLICY

It is the policy of the United States to have sufficient capabilities at all levels of government to meet critical defense and domestic needs during any national emergency, e.g., natural disaster, military attack, technological emergency, or other emergency that seriously degrades or threatens to degrade the national security of the United States.  The requirement to maintain emergency plans and programs at an appropriate level of readiness to ensure the continuation of service component mission essential functions and Department of Defense (DOD) MEFs during emergencies is established in references (a) – (j). 

5.2   BATTLESPACE
(Describe the command’s geographic area of operations/control) 


5.3   ENEMY FORCES  

There are a myriad of threats in an all-hazards environment that could affect (Insert organization name) continuity of operations.  These threats range from natural disasters to coordinated large-scale employment of weapons of mass destruction (WMD) with the full spectrum of possibilities in between.  Such events could occur with little or no warning and could directly affect the command’s area of operations.  Regardless of the nature of the threat and whether it occurs with or without warning, this plan must be viable and ensure (Insert organization name) continuity of operations.

5.4   FRIENDLY FORCES	

	a.   Higher

	1.   Office of the Secretary of Defense (OSD).  The OSD relocates to continuously perform the Secretary of Defense (SECDEF) mission essential functions without unacceptable interruption.  The essential functions of the OSD are those required under Title 10 United States Code (U.S.C.), other laws or statutes, Executive Order 12656, and as described in the 5100 series DOD Directives chartering the Departmental Components.  OSD must be prepared to continue these functions under any and all conditions presented by an all-hazards threat spectrum, with or without warning.
	2.  Chairman of the Joint Chiefs of Staff (CJCS).  The CJCS, or the designated CJCS Successor, relocates to continuously perform the CJCS mission essential functions in support of their primary role as principal advisor to the President, the National Security Council, and the Secretary of Defense, and shall provide planning guidance to and coordination with 

	the Commanders of the Unified Combatant Commands, the Military Services, and Defense Agencies.
	3.  Secretary of the Navy (SECNAV).  SECNAV relocates in order to continuously perform the mission essential functions of the Department of the Navy.  SECNAV and designated staff relocate in response to a known or credible threat or event. 
	4.  Headquarters United States Marine Corps (HQMC):  HQMC relocates to provide direct support of the Commandant’s Title 10 responsibilities as a member of the CJCS and to perform the mission essential functions of HQMC.
	b.   Adjacent:  DOD Components.  Other DOD components relocate to designated emergency relocation sites. Components designate primary and alternate emergency planning coordinators, prepare and maintain component COOP plans and provide personnel to serve in Emergency Relocation Sites.  Additionally, they identify functions that are essential to conduct COOP relocation; provide for succession to office or delegation of authority and establishment of emergency operating capabilities.

	c.    Supporting

(List subordinate command elements tasked under this plan and the nature of support provided)

5.2  TASK ORGANIZATION 

(List the task organization of the command)		
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VI.   CONTINUITY OBJECTIVES

6.1   COMMANDER’S INTENT
The (Insert organization name) Continuity of Operations Plan anticipates moving key leadership and designated personnel to alternate locations to perform the command’s mission essential functions with minimal interruption.  These functions are to be assumed with or without (Insert organization name) designated continuity personnel and with existing facilities, equipment and infrastructure.  The desired end-state is continuation of mission essential functions within 12 hours of notification.  (Insert organization name) operational COOP concepts are as follows:

	a.   The (Insert organization name) COOP will be conducted by (describe emergency relocation staff team(s) and designated alternate operating site location.

	b.   The main effort will be the continuation of (Insert organization name) MEFs unless otherwise tasked by higher command.  ERS personnel will relocate via (describe mode of transportation to alternate site) when notified of COOP plan activation.

	c.    In addition to continuation of the command’s MEFs, COOP efforts will focus on reducing loss of life and minimizing damage to facilities and operations; protection of essential facilities, equipment and other assets during a disruption; ensuring an orderly succession of command with appropriate delegation of authorities if necessary; and the timely recovery and reconstitution of full operating capability following a continuity event.

 	d.   (Insert organization name) Marines and civilians not assigned to the ERS, or directed to support the command COOP plan, will report to (Designate a reporting location – typically personal quarters) unless directed otherwise.  Personnel are required to notify their unit of assignment of locations and recall information at the earliest opportunity.   
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VII.   PLANNING ASSUMPTIONS

7.1   The following assumptions are applicable to this plan:

	a.   The ability of (Insert organization name) to execute its MEFs is subject to disruption by the full range of all-hazards and threats and may require relocation to (name alternate site).

	b.   Not all (Insert organization name) department functions are essential during continuity operations.

	c.   Sufficient members of (Insert organization name) ERS and un-tasked command personnel are available to execute mission essential functions.

	d.   The (continuity facility) will support ERS members and the continuation of (Insert organization name) mission essential functions with available communications and information systems within 12 hours or less from the time this plan is activated, for potentially up to a 30-day period or until normal operations can be resumed.

	e.   Successful continuity operations will require access to critical data, vital records and information management systems at alternate sites. 

	f.    The (name command executive agent for continuity), as the (Insert organization name) executive agent for Continuity, has the authority to order partial or full command relocation at any time to selected sites based upon threat or environmental conditions.   

	g.   (Insert organization name) regional commands are unaffected and available to support actions directed by the (organization commander) or his successor.  However, in the event that ERS deployment is not feasible due to the loss of personnel, responsibility for execution of the (Insert organization name) MEFs will devolve to (list designated devolution organization).
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VIII.	MISSION ESSENTIAL FUNCTIONS (MEFs)
8.1   GENERAL

	a.   The National Continuity Policy Implementation Plan established three categories of mission essential functions:  National Essential Functions (NEFs), Primary Mission Essential Functions (PMEFs), and MEFs.  The ultimate goal of continuity for all branches of the federal government is sustainment of the following eight National Essential Functions.
1.   Ensuring the continued functioning of our form of government under the Constitution; 
2.   Providing leadership visible to the Nation and the world and maintaining the trust and confidence of the American people;
3.   Defending the Constitution of the United States against all enemies, foreign and domestic, and preventing or interdicting attacks against the United States or its people, property, or interests;
4.   Maintaining and fostering effective relationships with foreign nations;
5.   Protecting against threats to the homeland and bringing to justice perpetrators of crimes or attacks against the United States or its people, property, or interests;
6.   Providing rapid and effective response to and recovery from the domestic consequences of an attack or other incident;
7.   Protecting and stabilizing the Nation's economy and ensuring public confidence in its financial systems; and
8.   Providing for critical Federal Government services that address the national health, safety, and welfare needs of the United States.
	b.   Primary Mission Essential Functions (PMEFs) are those agency MEFs that must be performed in direct support of or are necessary to implement the performance of the NEFs before, during, and in the aftermath of an emergency. All federal agencies were tasked under presidential directive to identify PMEFS in support of the NEFS.  The Department of Defense (DoD) identified five primary mission essential functions that directly impact performance of the NEFs:
1.  Advise the President, National Security Council and Homeland Security Council on National Defense Policy.
2.  Protect and defend the Homeland and National interests.
3.  Maintain Worldwide Situational Awareness.
4.  Conduct International Coordination and Cooperation Programs.
5.  Conduct Domestic Emergency Response Efforts.
	c.   HQMC established five Mission Essential Functions that are in direct support of the DoD PMEFs and NEFs.   The Mission Essential Functions of the Headquarters, U.S. Marine Corps are:



1.  Support the Commandant of the Marine Corps (CMC) as a member of the Joint Chiefs of Staff.
2.  Maintain continuous connectivity between the CMC and the Secretary of Navy (SECNAV), Chairman of the Joint Chiefs of Staff (CJCS), Secretary of Defense (SECDEF), other members of the Joint Chiefs of Staff (JCS), Marine Forces Component Commands, and the Marine Expeditionary Forces.
3.  Provide timely and reliable situational awareness and monitoring of United States Marine Corps operations worldwide to the CMC and SECNAV, to include issues impacting operations.
4.  Provide effective and timely information to support decision-making by the CMC and SECNAV.
5.  Assist the Commandant of the Marine Corps in the execution of his Title 10 (USC) responsibilities during emergencies, with a focus on force direction and management.
The Marine Corps MEFs are interdependent and contribute, in their entirety, to the accomplishment of the Title 10 USC responsibilities of the Commandant and the Headquarters.  The nature of the crisis and the direction received through the National Military Command System (NMCS) will determine the order and extent to which these MEFs are accomplished.


8.2   (Insert organization name) MISSION ESSENTIAL FUNCTIONS

(NOTE:  Use associated Business Process Analysis (BPA) Template for assistance in identifying and mapping Command Mission Essential Functions. The BPA template is available on the HQMC unclassified website - NMCI)

This section should identify the organization’s MEFs and the relationship to the MEFs of the next level of command.  (An example of the correlation of MEFs within the chain of command is provided in section 8.3).  The organization’s MEFs are those functions and activities that must be continued under any and all circumstances during and in the aftermath of an emergency or disaster. The identification of MEFs is a prerequisite for continuity operations since it establishes the parameters that drive an organization’s efforts in all other continuity planning and preparedness areas.  Organizations must identify and prioritize their MEFs as the foundation for continuity planning.  Organizations must perform the following actions when identifying and analyzing MEFs:
	a. Identify, develop, coordinate and validate the organization’s MEFs with the higher headquarters. 
	b. Conduct a business process analysis (BPA) on the validated MEF’s  to identify and map the functional processes, workflows, activities, personnel expertise, systems, data, and facilities inherent to the execution of each identified MEF (e.g., define how each MEF is performed and executed, using a business process flow map).  Determine the MEFs that must be performed under all circumstances either uninterrupted, with minimal interruption, or requiring immediate execution in an emergency.

8.3   (Insert organization name) MEFs IN SUPPORT OF (next level in chain of command) 
Once organization MEFs are identified and validated, they should align with the MEFs of the chain of command.  Organizations should depict the alignment of MEFs in a chart similar to the example below (extracted from the HQMC COOP Plan):

	
HQMC MEF
	
In support of DoD PMEF #
	
In support of National Essential Functions

	1. Support the Commandant of the Marine Corps (CMC) as a member of the Joint Chiefs of Staff
	
1, 2, 3, 4, 5
	
1, 2, 3, 4, 5, 6

	2. Maintain continuous connectivity between the CMC and the Secretary of Navy (SECNAV), Chairman of the Joint Chiefs of Staff (CJCS), Secretary of Defense (SECDEF), other members of the Joint Chiefs of Staff (JCS), Marine Forces Component Commands, and the Marine Expeditionary Forces.
	



1, 2, 3, 4, 5
	



	1, 2, 3, 4, 5, 6	

	3.  Provide timely and reliable situational awareness and monitoring of United States Marine Corps operations worldwide to the CMC and SECNAV, to include issues impacting operations.
	


1, 2, 3, 4, 5 
	


1, 2, 3, 4, 5, 6

	4. Provide effective and timely information to support decision-making by the CMC and SECNAV.
	
1, 2, 3, 4, 5
	
1, 2, 3, 4, 5, 6

	5. Assist the CMC in the execution of his Title 10 (USC) responsibilities during emergencies, with a focus on force direction and management.

	

1, 2,3,4,5
	

1, 2, 3, 4, 5, 6
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IX.   CONTINUITY CONCEPT OF OPERATIONS

9.1   PHASE I:  READINESS AND PREPAREDNESS

9.1.1    ORGANIZATIONAL READINESS 

Organizational and personnel readiness activities for the (Insert organization name)  to execute continuity missions are managed by department Emergency Planning Coordinators (EPC). 
 
	a.   Emergency Planning Coordinators are designated by Departments, Directorates, and Divisions, where applicable, to manage Department COOP plans, coordinate with the COOP Program Manager, and ensure the readiness of continuity personnel.  
	b.   The EPC representative, as specified by (Insert organization name), is a (determine rank requirement for representatives).  A government service civilian of an equivalent grade may fill either billet.  The Coordinator billet is typically a collateral duty.
Duties:  Emergency Planning Coordinators are responsible for -
1.  Acting as the primary department representative for all issues pertaining to COOP and interfacing with the COOP Program Manager. 
2.  Maintaining up-to-date Department COOP rosters and providing them to the Program Manager.  Rosters may be submitted as changes occur, but at a minimum: monthly.
3.  Identifying Department requirements at relocation sites.  
4.  Conduct training for newly designated Emergency Relocation Staff (ERS) members on COOP responsibilities and procedures.  Ensure maximum participation in scheduled COOP training and exercises. 
5.  Briefing Department, Directorate, or Division leadership on COOP issues and requirements, as well as ensuring the leadership is aware of notification and relocation procedures.  This includes General Officers and support staff assigned.  
6.  Providing input to the (Insert organization name) COOP plan via the Program Manager for improving or modifying the plan, as necessary. 
7.  Ensuring that any required SOP's, battle books, procedural manuals and reference binders are provided to the Program Manager for pre-staging at relocation sites.
8.  Coordinating with Agency security managers to ensure ERS members have the proper security clearance and access level for their COOP billet.




9.1.2    PERSONNEL READINESS
	a.   In order to ensure continued performance of its MEFs, (Insert organization name) has determined the Emergency Relocation Staff (ERS) positions necessary to relocate under continuity plan activation.  A copy of the current roster is found (Insert location – e.g. Operations Center).  (Insert office/title) is responsible for maintaining roster currency and ensuring personnel are matched against the needed positions.  Each continuity member is selected by tasked organizations based upon:
	1. The predetermined essential functions that must be performed, regardless of the operational status of the (Insert organization name) primary operating facility.
	2.  The member’s knowledge and expertise in performing critical tasks associated with the performance of these essential functions.
	3.  The member’s ability to rapidly deploy to the relocation site in an emergency situation.
	b.   (Insert organization name) personnel designated for duty in ERS or other continuity billets have a personal responsibility to prepare for mobilization with little or no notice.  Emergency duty designation requires assigned individuals to stay current in all related continuity training, formulation of a family readiness plan, and to maintain a personal “drive-away kit.”  Suggested personal items for ERS personnel include:

	Drive Away Kit

	· Identification and charge cards
· Government identification card
· Drivers license
· Government travel card
· Health insurance card
· Personal charge card
· Communication equipment
· Government cell phone
· Personal cell phone
· Government Emergency Telephone Service card
· Hand-carried vital records
· Directions to continuity facility
· Business and leisure clothing 
· Continuity plan
	· Business and personal contact numbers 
· Emergency phone numbers and addresses (relatives, medical doctor, pharmacist)
· Toiletries
· Bottled water and non-perishable food (i.e., granola, dried fruit, etc.)
· Medical needs 
· Insurance information
· List of allergies/blood type
· Hearing aids and extra batteries
· Glasses and contact lenses
· Extra pair of eyeglasses/ contact lenses
· Prescription drugs (30-day supply)
· Over-the-counter medications, dietary supplements
· [Insert additional recommended items]
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9.2   PHASE II:   ACTIVATION AND RELOCATION

9.2.1    COOP DECISION PROCESS 

Any one of a number of factors may influence (Insert organization name) to consider executing all or a portion of its COOP plan.  These factors include elevated Force Protection Conditions (FPCONs), Homeland Security Advisory System (HSAS) Alert Levels, Defense Conditions (DEFCONs), Response Stages for pandemic influenza, and infrastructure failures forcing Administrative Relocation.  

	a.   FPCON CHARLIE / DELTA  
1.  Imminent threat of attack, or an attack using chemical, biological, or conventional weapons against the (Insert organization name).
2.  The magnitude and location of any attack, as well as the ability to continue operating will influence the COOP decision, as will execution of any portion of the (higher command) COOP plan.

	b.   HSAS THREAT CONDITION RED
1.  In accordance with the Department of Homeland Security definition, Threat Condition Red is declared if severe risk of terrorist attacks exist which requires the redirecting of personnel to address critical emergency needs, assigning emergency response personnel, pre-positioning specially trained personnel and resources, and closing government facilities.
2.  While HSAS Alert Levels do not drive DoD component relocation, a thorough evaluation of the threat must be considered, as well as its impact upon operations. 

	c.   DEFCON 3 OR HIGHER
1.  DEFCON levels have specific requirements for the CJCS as it relates to the ability to command and control military forces.  While staffing relocation sites may not be required, threats to, and the vulnerability of, the ability to continue the mission essential functions from the primary operating location must be assessed. 
2.  As with FPCONs and HSAS Threat Conditions, attaining a specific DEFCON level does not trigger automatic actions, but instead acts as decision points for the leadership.

d.   RESPONSE STAGES FOR PANDEMIC INFLUENZA 
1.  The onset of a pandemic may have serious national security implications for the United States and significantly impair the ability of governmental agencies to successfully perform Mission Essential Functions.  In May 2006, the President issued the Implementation Plan 

for the National Strategy for Pandemic Influenza (PI) that assigns preparedness and response tasks to Federal departments and the military services.

SEE ANNEX E OF THIS PLAN (PANDEMIC RESPONSE) FOR DETAILED INFORMATION ON PANDEMIC RESPONSE

e.   ADMINISTRATIVE RELOCATION
Administrative relocation will most likely be the result of a localized natural / technological disruption or infrastructure failure of the Operations Center or key facilities housing (Insert organization name) leadership.

1.  Loss of operational capability in the Operations Center will drive relocation to (name relocation site)

2.  Loss of operational capability in key leadership facilities will force relocation to alternate spaces in the (command AOR).

3.  Staging of personnel at relocation sites for precautionary purposes does not constitute COOP execution, but an increase in COOP readiness levels.


	f.   The chart on the following page depicts the various threat/warning systems utilized by (Insert organization name) in assessing full or partial activation of this plan.  The elevated threat levels (shown in red) are decision points vice milestones.  No action may be required however consideration should be given to increasing readiness levels to execute COOP.
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9.2.2    COND




9.2.2    CONDITIONS FOR EXECUTION 
	a.   The decision to execute COOP relocation must take into consideration multiple factors and circumstances.  The decision to activate continuity operations is either directed by higher headquarters or made internally dependent upon the situation.  The decision to activate the (Insert organization name) COOP Plan will be made by one of three means.
1.  DoD, CJCS or HQMC Directed:  COOP execution, when directed by the Secretary of Defense, Chairman of the Joint Chiefs of Staff, or HQMC, removes the decision-making process from the subordinate command Headquarters and simply becomes a matter of determining the scope, size and capability of the relocation team. 


2.  Command Directed:   When directed by (Insert organization decision authority for COOP) in anticipation of or in reaction to a specific event to ensure continuation of organizational MEFs.  The decision to deploy ERS personnel to relocation sites will require specific guidance as to the size, scope, required capabilities, duration and mission of the relocation staff dependent upon the circumstances.

3.  Personal Decision:  In the absence of directed COOP decision-making, individual members of the ERS may have to initiate relocation independent of orders.   

	b.   Under all circumstances, organizations must prepare for full or partial activation of this plan with or without warning.
9.2.3    ALERT AND NOTIFICATION

	a.   Alerting Emergency Relocation Staff (ERS), command staff and other continuity elements of (Insert organization name) that a decision has been made to execute continuity operations is the responsibility of the (Insert element responsible for notification – typically the Operations Center). The (Insert element responsible for notification) notifies relocation teams when directed by (Insert decision authority).  In order to ensure that as many members of the emergency relocation staff receive the execution order, redundant systems are maintained and utilized.  Means of notification are discussed in detail below:

	 Notification Methods for Continuity Plan Implementation

	
	Duty Hours
	Non-Duty Hours

	Event With Warning
	(e.g. Verizon Call System)
	(e.g. Operations Center)

	Event Without  Warning
	
	



	b.   Insert notification steps here.  Include methods of notification to ERS, other internal organizations tasked in support of this plan, and higher/adjacent commands.  Include required responses of all organizational personnel upon notification.  This section must specifically address notification of:
		1.  ERS and other continuity personnel
		2.  Higher Command(s)
		3.  Designated devolution organization
9.2.4    RELOCATION PROCEDURES
	a.   Following activation and notification of personnel, (Insert organization name) must move personnel and vital records to a continuity facility to perform essential functions and other continuity tasks.    

Relocation procedures during duty hours are as follows:
1.  Continuity personnel will depart to their designated continuity facility from the primary operating facility or their current location using (Insert method of transportation, such as privately owned vehicles, buses, etc. here)
2.  Personnel not assigned a continuity billet will receive instructions from (Insert authority).  In most scenarios, staff members will be directed to proceed to their homes or to other designated facilities to wait for further guidance. 
3.  At the time of notification, information will be provided on routes to use during departure from the primary operating facility, if available, or other appropriate safety precautions.
Relocation procedures during non-duty hours are as follows:
1.  Each continuity member will depart to his/her assigned continuity facility from his/her current location using (Insert method of transportation, such as privately owned vehicles, buses, etc. here).  
2.  Personnel not assigned a continuity billet will remain at his or her residence to wait for further instructions. 
3.  At the time of notification, information will be provided on routes to use during departure from the primary operating facility, if available, or other appropriate safety precautions.

	b.   All (Insert organization name) personnel not assigned a continuity billet will remain available to replace or augment continuity members, as required. These activities will be coordinated by (Insert coordinating authority) with the staff on a case-by-case basis. 
	c.   LEADERSHIP RELOCATION 
1.  Emergency Relocation Staff's are staffed with the intent of providing the capability to execute the mission essential functions from alternate locations as well as providing for succession of command. Designated senior command representatives are positioned on ERS staffs to ensure succession of command. 
2.  Leadership placement can be adjusted at any time prior to a catastrophic COOP relocation, but accommodations must be made to ensure the ERS has appropriate leadership to execute the mission essential functions.   
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9.3   PHASE III:  CONTINUITY OPERATIONS
9.3.1   IMPLEMENTING INSTRUCTIONS
	a.   The (Insert organization name) COOP will be conducted by (describe ERS elements, other continuity missions [e.g. additional tasks levied by higher headquarters] and alternate operating locations)
	b.   Within 12 hours of COOP activation notification (Insert organization name) will transfer performance of mission essential functions from (primary operating location) to (alternate operating location)
	c.   As Emergency Relocation Staff (ERS) arrive at the continuity facility, (Insert office/title) will in-process them to ensure accountability.  In-processing procedures are conducted in (Insert exact location of in-processing) and will consist of the following steps: (Insert steps to in-process continuity personnel here)
	d.   Upon arrival at the continuity facility, (Insert organization name) continuity personnel will:
1.  Report immediately to (Insert location) for check-in and in-processing.
2.  Receive all applicable instructions and equipment.
3.  Report to their respective workspace as identified in (Insert location of this information – e.g. ANNEX A – CONTINUITY FACILITIES) or as otherwise notified during the activation process.
4.  Retrieve pre-positioned information and activate specialized systems or equipment.
5.  Monitor the status of (insert organization name) personnel and resources.
6.  Continue (Insert organization name) essential functions.
7.  Prepare and disseminate instructions and reports, as required.
8.  Comply with any additional continuity reporting requirements assigned by higher command.  (Insert additional tasks here)

	e.   (Insert organization name) is required to account for all assigned personnel during a continuity event. (Insert organization name) will use the following processes to account for all personnel:
(Insert processes here, such as using call down telephone trees, a 1-800 number, an alert and notification system, a website, etc.)
9.3.2    CONTINUITY COMMUNICATIONS SYSTEMS
(Insert organization name) will utilize available military and civilian resources to establish and maintain communications connectivity in support of continuity operations.  Restoration of services will be based upon operational requirements and the severity of communications degradation.  The following delineates the secure and non-secure


communications systems required to execute the command’s MEFs from alternate facilities during continuity events:

	a.   Marine Corps Enterprise Network (MCEN).  The MCEN is the Marine Corps enterprise wide network for classified and unclassified data communications.  Marine Corps operational commands, bases and stations directly access the Defense Information Systems Network (DISN) and its sub-networks, to include SIPRNet and NIPRnet, via MCEN.  The Marine Corps Network Operations and Security Center (MCNOSC) manages the MCEN during normal and continuity operations.

	b.   Defense Information Systems Network.  DISN comprises the Department of Defense consolidated worldwide enterprise level telecommunications infrastructure and is the primary path for the Defense Information Infrastructure.  DISN encompasses military and commercial leased communications satellites, switched voice and data services, and a synchronous optical network backbone (CONUS).  The Marine Corps accesses DISN through the MCEN, Base Telephone services, and other dedicated circuits and relies upon DISN for long haul communications.  DISN provides for the following services.
· Defense Switched Network (DSN)
· Defense Red Switched Network (DRSN)
· NIPRNet
· SIPRnet
· JWICS
· Video Teleconferencing
	c.   Commercial Communications Infrastructure.  In addition to military resources, commercial resources are available and may be used as necessary for unsecure voice and data communications.

	d.   (Insert responsible agent, e.g. Operations Center) maintains the database of emergency relocation staff (ERS) and provides the means for rapid notification of the ERS via the (notification system).  (Insert responsible agent, e.g. Operations Center) will provide official notification of COOP activation to ERS personnel, command elements, and higher headquarters. 

9.3.3    ORDERS OF SUCCESSION
This section describes command relationships in support of Continuity of Operations and provides a reference for succession in accordance with continuity directives and USMC procedures.  The provisions described in this section are applicable only for the duration of (Insert organization name) continuity  operations and does not grant authority in contravention of existing Executive Orders, federal laws, statutes and regulations as pertaining to governance of the armed forces.   (List the internal command order of succession-at least three deep)




9.3.4.   DEVOLUTION OF COMMAND AND CONTROL
In the event (Insert organization name) and assigned personnel are unable to continue to perform mission essential functions, the priority for transferring authority to perform (Insert organization name) MEFs is as follows:  (List devolution order – adjacent or subordinate commands)

(Insert office/title) maintains responsibility for ensuring the currency of the (Organization Name) devolution plan.  The (Organization Name) devolution plan:

	a. Includes the elements of a viable continuity capability: program plans and procedures, budgeting and acquisitions, essential functions, orders of succession and delegations of authority specific to the devolution site, interoperable communications, vital records management, staff, test, training, and exercise (TT&E), and reconstitution. The (Organization Name) devolution plan is located [insert location, insert devolution plan below, or insert the applicable plan appendix for devolution].

	b. Identifies prioritized essential functions, defines tasks that support those essential functions, and determines the necessary resources to facilitate those functions.  The list of prioritized essential functions for devolution is found at (insert location).

	c. Includes a roster that identifies fully equipped and trained personnel who will be stationed at the designated devolution site and who will have the authority to perform essential functions and activities when the devolution option of the continuity plan is activated.  The devolution personnel roster is found at (insert location).

	d. Identifies what would likely activate or “trigger” the devolution option and specifies how and when direction and control of (Organization Name) operations will be transferred to and from the devolution site.  Devolution activation protocols or “triggers’ are found (insert location or insert below).

	e. Determines and lists or references the necessary resources (i.e., equipment and materials) to facilitate the immediate and seamless transfer of and performance of essential functions at the devolution site.  The list of necessary resources for devolution is found at (insert location)

	f. Establishes and maintains reliable processes and procedures for acquiring the resources necessary to continue essential functions and to sustain those operations for extended periods.  The (insert office/title) is responsible for acquiring resources during a devolution situation.  Acquisition processes and procedures are found (insert location).

	g. Establishes and maintains a capability to restore or reconstitute (Organization Name) authorities to their pre-event status upon termination of devolution.








9.3.5    VITAL RECORDS 

	a.   The identification, protection, and ready availability of vital records, databases, and hardcopy documents needed to support (Insert organization name) MEFs under the full spectrum of all-hazards emergencies are critical elements of a successful continuity plan and program.  There are two categories of records that are to be reviewed, prioritized, and accessible from (Insert organization name) alternate facilities:

1.   Emergency Operating Records:  include records and databases essential to the continued functioning and reconstitution of (Insert organization name) MEFs during and after a continuity event.  Examples of these records are emergency plans and directives, orders of succession, staffing assignments, and related policy or procedural records.  Records in this category provide the ERS with the guidance they need to conduct operations during a continuity situation and to resume normal operations at the conclusion of a given situation.

2.   Rights and Interests Records:   These include records critical to carrying out essential legal and financial functions.  Examples of these records include accounts receivable files, contracting files, official personnel records, social security, payroll, retirement, and insurance records, and property management and inventory records.

	b.   As soon as possible after activation of the Continuity Plan, but in all cases within 12 hours of activation, continuity personnel at the continuity facility for (Organization Name) must have access to the appropriate media for accessing vital records, including:

· A local area network
· Electronic versions of vital records
· Supporting information systems and data
· Internal and external e-mail and e-mail archives
· Hard copies of vital records
· [Insert any other media here]


The chart below delineates the vital records identified as necessary to support (Insert organization name) MEFs during continuity operations at alternate sites.












	Vital File, Record, or Database
	Support to Essential Function
	Form of Record (e.g., hardcopy, electronic)
	Pre-positioned at Continuity Facility
	Hand Carried to Continuity Facility
	Multiple Storage Location(s) Y/N
	Maintenance Frequency

	GIS Mapping Database
	Function #1
	Electronic
	X
	
	Y
	Monthly

	Command Delegations of Authority
	Function #1 & 3
	Hardcopy
	
	X
	N
	Quarterly

	List of Regional IT System Recovery Vendors
	Function #2
	Hardcopy
	
	X
	N
	Annually

	Command ERS Rosters
	Function #3 & 4
	Electronic
	X
	
	N
	Monthly

	Command Section SOPs for Operations during Continuity Events
	Function #3, 4, & 5
	Electronic
	X
	
	Y
	Quarterly




	c.   For (Insert organization name), the (Insert office/title)} serves as the vital records manager.  The vital records manager will maintain a complete inventory of records along with the locations of and instructions on accessing those records.  All vital records will be maintained (Insert location) and available from the alternate facilities to ensure accessibility during a continuity event. 

	d.   As part of the vital records program, a vital records and database risk assessment will be conducted periodically to:

· Identify the risks associated with maintaining vital records in current locations;
· Determine the impact of reconstituting records if they are destroyed;
· Identify offsite storage locations and requirements;
· Determine requirements to duplicate records.
	e.   The Vital Records Manager assesses capabilities to protect appropriately vital records, such as dispersing records to other locations or off-site storage.  As a result of the vital records and database risk assessment, appropriate protection 


measures will be implemented, ensuring physical and cyber security as well as environmental controls.

	f.   On an annual basis, (Insert organization name) continuity vital records will be reviewed and rotated to ensure the information is current.  As part of a vital records plan packet, the annual review will focus on:

· ERS rosters
· Vital records inventory with precise locations of vital records
· Record of updates to vital records
· Keys and access codes
· Alternate facility locations
· Access requirements and lists of sources of equipment necessary to access the records.
· List of records recovery experts and vendors (if applicable)
· (insert organization name) Continuity Plan
	g.   As part of the (Insert organization name) COOP Test, Training, and Exercise Program, (Insert organization name) will conduct a periodic review process, at a minimum annually, to assess currency and applicability of records, address new 
security issues, identify problem areas, and update information.  (Insert organization name) will ensure that any additional vital records identified will be incorporated into this plan.  Additionally, annual test and training of continuity programs and personnel will be conducted to ensure performance readiness in carrying out essential functions during a continuity situation.
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9.4   PHASE IV:  RECONSTITUTION 

9.4.1    RECONSTITUTION CONSIDERATIONS

	a.   Reconstitution is the process by which (Insert organization name) personnel resume normal operations at the (Insert primary operating location) or a replacement primary operating facility.  As part of its continuity planning efforts, (Insert organization name) utilizes a priority-based, phased approach to resuming normal operations.  Reconstitution activities begin immediately when an event requiring the activation of the COOP plan occurs.  The primary tasks in planning for (Insert organization name) reconstitution include:

1.  Coordinating with (Responsible agent for facility repair) to determine the operational status of primary operating facilities

2.   Determining the amount of time required and cost estimates for repairs to or replacement of equipment.

3.   Notifying (Insert organization name) personnel and contractors of the current operational status and relocation to/from a designated facility.

4.   Scheduling the orderly return of (Insert organization name) functions to the primary operating facility.

5.   Assessing vital records and systems for damage, destruction or inaccessibility.

6.   Transferring vital records, documents, and databases.

7.   Transferring communications capabilities.

8.   Conducting an after action review to identify key observations and lessons learned.

9.   Documenting corrective actions and an implementation plan.

	b.   The (Insert responsible senior official) or designee will serve as the Reconstitution Manager and will confirm that the emergency situation has ended and no serious threat remains.  The (Insert responsible senior official) will appoint a reconstitution team comprised of representatives from command directorates to plan for an orderly return to the primary operating facility (or other designated permanent facility).  Reconstitution team members will work with the (Insert 
responsible senior official) to provide status updates regarding reconstitution efforts.   As soon as feasible following COOP Plan activation, the Reconstitution Manager and directorate representatives will meet to determine reconstitution requirements.

	c.   Depending on the severity of the emergency, consequences may include a loss of life and/or destruction of physical property.  It may be necessary to reconstitute 

(Insert organization name) in another designated facility.  Options for recovery and reconstitution include:

1.  Continue to operate indefinitely from alternate facilities.

2.  Continue to operate from alternate facilities while phasing in an orderly return to the primary facility as space become usable.

3.  Reconstitute (Insert organization name) at another location, which may require devolution to (List devolution agent) during the transition period.

	d.   When the (primary operating location)  is cleared for re-entry, the  Reconstitution Manager will coordinate with (responsible agent for facility repair) to ensure the appropriate security, safety, and health measures are in place prior to reconstituting mission essential functions to the facility.  (List communications support element) will verify that all systems, communications, and other required capabilities are available and capable to support daily operations.

	e.   The Vital Records Manager will work closely with the directorates to identify any records affected by the incident.  The Vital Records Manager will coordinate with (List administrative support element) to develop and disseminate a vital records transition and recovery plan as part of the reconstitution effort back to the (primary operating location) (or other permanent operating facility).  

	f.   When (Insert organization name) personnel, equipment, and documents are in place at the primary operating facility, the ERS at the alternate site or devolution site will transfer essential functions, cease operations, and deploy to the primary site.  The Reconstitution Manager will oversee the orderly transition of functions, personnel, equipment, and records from the alternate facilities. 

	g.   (Insert organization name) will continue to operate from its alternate facilities until ordered to cease operations by the Reconstitution Manager.  Personnel will be provided instructions on how to resume normal operations through their respective chain of command.
 
 The table below defines the minimum requirements for reconstitution:


	Command Element
	Primary Facility Operating Requirements

	Example:  Headquarters
	E.g. workspace in sq feet, secure storage, computers, equipment, communications
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X.   LOGISTICS

10.1	BUDGETING AND ACQUISITION

	a.   On an annual basis, (command executive agent for continuity) budgets for and acquires capabilities that are essential to continuity operations.   In identifying continuity requirements and establishing the budget, (command executive agent for continuity) provides for the acquisition of resources during an emergency to support continuity operations for up to 30 days or until normal operations can be resumed.  Resources required included personnel, communications, facilities, infrastructure, and transportation needs, all of which are essential to the successful implementation and management of the (Insert organization name) continuity program.  Continuity capabilities are resourced in accordance with HSPD-20/NSPD-51 and National Communications System Directive (NSCD) 3-10.  

	b.   Budgetary resources are allocated in accordance with a risk management strategy.  The risk methodology is applied through the conduct of Joint Staff Integrated Vulnerability Assessments (JSIVA) on alternate sites utilized by (Insert organization name).  Copies of JSIVA assessments completed on alternate facilities are available (Insert location).   The risk management-to-response construct employed by (Insert organization name) focuses on risk evaluation and a budgetary response directed at remediation and mitigation of identified vulnerabilities.




	c.   The (Insert organization name) continuity budget will be integrated with a multiyear strategy and program management plan (MYSPMP).  The MYSPMP will identify objectives, performance metrics, and resource requirements to sustain and 

improve the (Insert organization name) COOP capability over the next five years, through fiscal year 20xx.  The budget will be linked directly to objectives and metrics set forth in the MYSPMP.  Upon completion, the (Insert organization name) COOP MYSPMP will be maintained and accessible from (Insert location).  

	d.   (Insert organization name) has contracts in place for the provision of critical support services to (Insert organization name) MEFs during continuity events.  Contracts include a statement requiring service providers to continue staffing, services, and necessary resources under emergency conditions.  Copies of these contracts are incorporated into the (Insert organization name) vital records program.  During an emergency situation, (List responsible agent) is responsible for oversight and handling of emergency work by contractors.

10.2    HUMAN CAPITAL CONSIDERATIONS
	a.   During a crisis situation, (Insert organization name) personnel play a vital role in ensuring the (Insert organization name) MEFs continue with minimal to no interruption.  (Insert organization name) considered the following human resources impacts in preparing this plan:

1.  Selection of Emergency Relocation Staff:  Selected officers and supporting personnel are assigned as members of the Emergency Relocation Staff (ERS) in order to support the continued performance of MEFs.  During a continuity event, (Insert decision authority) will activate the ERS to perform assigned response duties from a designated alternate facility.  ERS members are organized by alternate facility and phase of relocation. A roster of the ERS is included in Annex B.

In pre-designating members to serve as part of the Emergency Relocation Staff, each (Insert organization name) division must ensure:

(a) ERS members possess the necessary skill sets to perform required tasks in support of (Insert organization name) MEFs.

(b) Personnel are informed of their roles and designations.  Documentation of personnel designations on the ERS is maintained by (Insert Continuity Manager designee).

(c) ERS members participate in regular test, training, and exercise activities.  Preparedness activities enhance the overall continuity capability.  Records of TT&E events are available on (Insert location) ERS members can find a list of recommended items and guidance for personal and mission-related preparedness in Section 9.1 of this plan.

2.   Personnel Accountabilit during Continuity Events: 

Organizational Level:  (Insert responsible organization, i.e. HQBN) will establish procedures for accounting for all assigned personnel in the event of an emergency, including family members.  Accountability procedures will include a method to identify and collect a needs 

assessment for (Insert Organization Name) personnel who are disaster victims as well as a means of communicating the operating status of the command to all personnel for the duration of continuity operations.

Directorate Level:  (Insert Organization Name) directorates are responsible for developing procedures for personnel accountability within their sections during continuity operations.  Accountability information will be reported daily to (Insert responsible organization, i.e. HQBN) for the duration of continuity operations.

Personnel Level:  All personnel not tasked to support continuity operations will follow the personnel accountability procedures established by their organizations following a continuity event.  If normal communication channels are unavailable, personnel are expected to contact their organizations by the most expeditious means available to report their location and current status.

2.   Keeping the Force Informed:  It is important that personnel be informed of human capital polices and procedure before a continuity event occurs.  Each (Insert organization name) division is responsible for ensuring all assigned personnel are aware of and familiar with human capital guidance in order to continue essential functions during an emergency.  Methods of communicating command guidance with each 
division include regular meetings with Emergency Planning Coordinators, as well as emails and the (Insert organization name) COOP portal.  Additionally, a continuity awareness briefing is available through (Insert continuity manager designee).

4.   Individual and Family Readiness for Disasters:  An event that requires activation of this COOP Plan may personally affect (Insert organization name) personnel and families.  (Insert organization name) has provisions and procedures in place to assist all personnel, particularly disaster victims, with special human capital concerns following a catastrophic event.  Additional information on readiness and preparedness for disasters and emergencies is available at www.cpms.osd.mil/disasters.  (Include command programs and procedures for assisting personnel affected by the continuity event).

5.   Human Resources Policy:  Additional guidance (Insert responsible office) on human capital related issues available to supervisors and personnel includes (Insert organization name) policies on:

· Augmentation and replacement of personnel
· Emergency and Direct Hire Authorities
· Alternative Work Schedules and Leave
· Evacuation Payments and Assignment of Work to Evacuees

· Employee and Family Support Benefits
This information can be found (Insert location).
	b.   The (Insert organization name) Continuity Manager communicates additional human capital planning guidance for directorates through Emergency Planning Coordinators in an effort to facilitate the performance of (Insert organization name) MEFs during an emergency.  Meetings with the EPC are held on a quarterly basis and other communication is conducted via email.
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XI. TEST, TRAINING AND EXERCISE PROGRAM (TT&E)

11.1    GENERAL

	a.   The overarching goal of the (Insert organization name) COOP TT&E program is to develop, implement and institutionalize a comprehensive and viable continuity capability to ensure the efficient execution of (Insert organization name) mission essential functions under all circumstances and all conditions.  The (Insert organization name) TT&E program focuses on three primary functions:

1.  Testing continuity systems and equipment

2.  Training personnel 

3.   Exercising COOP plans and procedures

	b.   The specific objectives of the TT&E program are to:

1.  Validate COOP plans, policies, and procedures on an annual basis and provide lessons learned to ensure COOP plans are updated at least every two years in accordance with DODD 3020.26.

2.   Ensure Emergency Relocation Staff (ERS) are familiar with alert, notification, and deployment procedures.

3.   Ensure ERS personnel are sufficiently trained in relocation procedures to accomplish their mission essential functions (MEF) at a relocation site or when required to work in a COOP environment.

4.   Exercise relocation procedures by deploying designated ERS personnel and equipment to a specified relocation site at least every two years IAW DoDD 3020.26 to ensure the ability to perform MEFs and operations during an emergency can be accomplished. .  

5.   Ensure that training on innovative IT and collaborative solutions are included in Training and Exercise events, when available, to support accomplishing MEFs at primary and specified relocation sites.

6.  Test and validate MEF equipment and systems to ensure interoperability and connectivity capability is available according to mission requirements and established time periods.





11.2    ORGANIZATIONAL TT&E STRATEGIES

	a.   A variety of training and exercise strategies are utilized by (Insert organization name) based on objectives to be achieved and resource considerations. (Insert organization name) COOP-related training and exercise events generally utilize one of the following five strategies:

1.  Full Scale Exercise (FSE):  A high-cost, high-overhead strategy that simulates actual emergency conditions in a highly stressful environment by testing all systems, organizations, and teams - from alert, notification and deployment through redeployment and reconstitution.  A FSE is the largest, costliest and most complex training and exercise strategy - and may involve participation from all levels of government.

2.  Deployment Exercise (DEPEX):  A moderate- to high-cost, high-overhead strategy that involves an intensive movement of personnel and, if necessary, equipment to a relocation site.  This strategy provides participants the rehearsal and practice they need to ensure their personal and family affairs are in order, they are qualified to perform their organization’s MEFs at an alternate location, they can validate that their alert and notification plans are current and adequate, equipment at their alternate site is adequate and operational, and participants have situational awareness and understanding of alternate site access procedures and facility layout, capabilities and limitations.

3.  Command Post Exercise (CPX):  A moderate cost, high-overhead strategy designed to test and evaluate individual capabilities, multiple functions or activities within a function, or interdependent groups of functions.  The movement of personnel and equipment is simulated.  A CPX is focused on exercising an organization’s current plan, policies and procedures and leaders.  A CPX simulates the reality of operations in a functional area by presenting complex and realistic problems requiring rapid and effective responses by trained personnel in a highly stressful environment.

4.  Table Top Exercise (TTX):  The lowest-cost, lowest-overhead training and exercise strategy.  An informal, stress-free strategy designed for a small group of participants to elicit constructive discussion.  There is minimal or no simulation, no utilization of equipment or deployment resources, and no time pressure.  An excellent strategy to familiarize newly assigned COOP members with established plans, policies, procedures, systems and facilities.

5.  Communications Exercise (COMEX):  A low or no-cost exercise strategy conducted on a no-notice, short-notice or scheduled notice basis designed to test the connectivity and interoperability of in-place IT systems and communications devices at an alternate site location that are required by an organization to accomplish their MEFs and personal communications devices carried and operated by emergency relocation 


staff personnel.  (Generally conducted as part of an organization’s recurring Alert and Notification test, drill, or check) .

	b.   DoD Directive 3020.36 requires that (Insert organization name) test and verify the effectiveness of mobilization and crisis management plans, programs and procedures by participating in CJCS-sponsored and multi-agency COOP exercises . Some of the major COOP-related exercises and events included in the (Insert organization name) TT&E program are: (List continuity exercises the command participates in)

	c.   Through participation in continuity events and exercises, (Insert organization name) personnel maintain currency in the individual training tasks and objectives prescribed in the (Insert organization name) TT&E program.  Specific COOP training tasks and frequency are depicted in the table below:
	
	
Continuity TT&E Requirements

	
Monthly
	
Quarterly
	
Annually
	As Required

	Test and validate equipment to ensure internal and external interoperability and viability of communications systems
	
· 
	
	
	

	Test alert, notification, and activation procedures for all continuity personnel
	
	
· 

	
	

	Test primary and backup infrastructure systems and services at alternate facilities
	
	
· 
	
	

	Test capabilities to perform MEFs
	
	
	· 
	

	Test plans for recovering vital records, critical information systems, services, and data
	
	
	
· 
	

	Test and exercise physical security capabilities at alternate facilities
	
	
	
· 
	

	Test internal and external dependencies with respect to performance of MEFs
	
	
	
· 
	

	Train continuity personnel on roles and responsibilities
	
	
· 
	
	

	Conduct continuity awareness briefings or orientation for all assigned personnel
	
	
	
· 
	

	Train leadership on PMEFs and MEFs
	
	
	
· 
	

	Train all personnel on reconstitution plans and procedures
	
	
	
· 
	

	Exercise continuity personnel to demonstrate familiarity with COOP plans and procedures and demonstrate capability to perform MEFs
	
	
	
· 
	

	Exercise the deliberate and pre-planned movement of continuity personnel to alternate sites
	
	
	
· 
	

	Conduct assessment of  continuity programs, plans, and TT&E
	
	
	
· 
	

	Conduct successor training for all personnel designated to assume responsibility in a continuity situation
	
	
	
· 
	

	Train personnel on the identification, protection, access requirements, and ready availability of vital records, information systems, and data management needed to support MEF performance during a continuity event
	
	
	

· 
	

	Test capabilities for providing ,  protecting, and accessing classified and unclassified information/vital records from alternate facilities
	
	
	
· 
	

	Train on devolution option, addressing how command will be transferred and the designated devolution organization will assume performance of MEFs in the aftermath of  a catastrophic event
	
	
	

· 
	

	Train and familiarize personnel and test procedures for reconstitution of  functions from alternate to primary facility
	
	
	
	
· 



	d.   Documentation of (Insert organization name) test, training, and exercise events in support of the COOP program is maintained by the (Insert organization name) Continuity Manager.  TT&E documentation and scheduled TT&E activities are posted (Insert location) and/or communicated via email by the Continuity Manager and (Insert organization name) chain of command.

	e.   Hot-Washes and After Action Reports (AARs):  Within one week of a COOP training exercise or actual continuity event, the (Insert organization name)  Continuity Manager will schedule and conduct a Hot Wash to capture data from  (Insert organization name) directorates for incorporation into an After Action Report.  The AAR will include at a minimum, participation in the event/exercise; lessons learned; best practices; suggested areas of improvement; action items identified for immediate correction; and recommendations for changes to the (Insert organization name) COOP plan.  AARs will be subsequently be used as the baseline documents for the Corrective Action Program (CAP) and maintained on (Insert location).

11.3   CORRECTIVE ACTION PROGRAM (CAP)

	a.   In order to correct COOP plan and program deficiencies annotated in AARs, (Insert organization name) has developed a Corrective Action Program (CAP).  The CAP will serve to assist (Insert organization name) leadership in documenting, prioritizing, and resourcing continuity issues identified as deficient or in need of improvement during TT&E activities, annual assessments, and actual emergency operations.  (Insert organization name) incorporates participant evaluations, after-action reports, and lessons learned into the development and implementation of the CAP.

	b.   The (Insert organization name) CAP:

	1.  Identifies continuity deficiencies and other areas requiring 	improvement.

	2.  Provides responsibilities and a timeline for corrective action.

3.  Identifies continuity program funding requirements for submission in the (Insert organization name) multi-year funding strategy for COOP.

	c.   The (Insert organization name) Continuity Manager will manage the CAP and maintain managerial oversight, including responsibility for assigning action items, committing resources, and supporting the coordination and implementation process.  The continuity manager will ensure effective execution of the CAP program by utilizing the following methodology:

	
	1.  Evaluate and validate recommendations for corrective action(s)

	2.  Prioritize validated corrective action(s)

	3.  Assign responsibility to appropriate directorate for corrective action(s)

	4.  Develop approach/implementation plan for corrective action(s)

	5.  Implement corrective action(s) into the (Insert organization name)   	COOP plan

	6.  Monitor progress and evaluate effectiveness of corrective action(s)

d.   CAP findings and program initiatives will be posted (Insert location).
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XII. PLAN MAINTENANCE

12.1    GENERAL

	a.   (Insert continuity manager designee) is designated as the (Insert organization name) Continuity Manager and is responsible for maintaining and updating this plan.  The plan, including essential functions, supporting activities, identification and assignment of ERS personnel, will be reviewed and updated annually from the date of publication as part of the maintenance program for COOP plans and procedures.  

	b.   ERS rosters will be updated as personnel changes occur. (Insert organization name) directorates will furnish the continuity manager with updates to ERS rosters as required.

	c.   Some situations dictate more frequent updates to the COOP plan.  Examples of situations that may initiate an unscheduled review and update of this plan include:

	1.  Changes in mission or the operating environment

	2.  Changes in key leadership or responsibility for COOP plans and 	procedures

3.  Changes in critical infrastructure and /or information systems identified in support of this plan

	d.   Under all circumstances, the (Insert organization name) Continuity Manager will continuously monitor (Insert organization name) COOP programs and documentation to ensure the guidance and direction presented in this plan is current and in concert with the Commandant of the Marine Corp’s Continuity Policy and applicable federal directives. 
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ANNEX A – CONTINUITY FACILITIES

All organizations must identify and maintain at least one alternate facility for the relocation of a key leaders and staff, located where the potential disruption of the organization’s ability to initiate and sustain operations is minimized.  This section should explain the significance of identifying an alternate facility, the requirements for determining an alternate facility, and the advantages and disadvantages of each location (risk assessment).

A - 1	(INSERT NAME OF THE ALTERNATE FACILITY)

(1) GENERAL INFORMATION
(Provide general information about the alternate facility:  current use; description/configuration of the structure; capabilities/limiting factors in supporting relocation operations; general vicinity and distance from primary operating facility; risk and vulnerabilities associated with facility use; physical security arrangements; other information as appropriate).

(2) DIRECTIONS to (INSERT NAME OF THE ALTERNATE FACILITY)
(Provide detailed directions to the alternate facility from the primary operating facility or installation: include regional and localized maps; primary and alternate routes; estimated travel time by vehicle and/or aircraft; other information as appropriate).

(3) (INSERT NAME OF THE ALTERNATE FACILITY) CONFIGURATION 

 OVERVIEW
(Provide description of facility and dedicated relocation space, e.g. two-story stone 	structure with Emergency Relocation Staff (ERS) sections situated on the second floor; other information as appropriate).

 SEATING & IT SUPPORT
	(Provide architectural line drawings of dedicated space, including location of IT support systems for each section).

(4)  ACCESS PROCEDURES
(Provide description of access procedures and security controls for both ERS and 	non-ERS personnel).

(5)  FACILITY ACTIVATION PROCEDURES
(Provide description of how the facility is initially activated as a relocation site; responsible agent for preparing the facility for continuity operations; check-in/reception procedures for ERS; other information as appropriate).


ANNEX B – CONTINUITY PERSONNEL

B - 1   (INSERT ALTERNATE LOCATION NAME) EMERGENCY RELOCATION 	STAFF (ERS)

	(1)  GENERAL
(Provide general description of ERS, e.g. “ERS configuration is centered on core functions required to execute MEFs, such as Operations, Command and Control, Logistics, Intelligence,” etc. Provide any special characteristics of ERS selection, e.g. “members designated as ERS for their sections must hold a Secret clearance as a minimum” – rank restrictions, etc.

	(2)  ERS STAFFING REQUIREMENTS
	(Provide roster(s) of ERS personnel for each section.  Rosters should reflect ERS positions (not names; skill level/rank requirements; number authorized).

	
B – 2	ERS (MISSION / BILLET DESCRIPTIONS)
	(Optional:  may incorporate position descriptions for specialized billets/sections such as Crisis Response Center and Operations Center).



	APPENDIX 1 –   HANDBOOK FOR CONTINUITY PERSONNEL
	(Optional:  Include unclassified handbook for ERS personnel – example of handbook topics include:

Arrival and In-Processing			Access to Alternate Facility
Locating your office				Security
Administrative Support				Clothing and Personal Items
Laundry					Billeting / Dining
Emergency Procedures				Safety and Evacuation
Morale and Welfare				Family Readiness
Basic Phone Procedures			Quick Reference Numbers
Systems Support				Supporting POC’s
Out-Processing



APPENDIX A TO ANNEX B: EXECUTIVE DECISION MATRIX

Introduction
This executive decision matrix provides MARFORCOM senior leaders with decision support aids. The matrix summarizes key actions, decisions, milestones, and key reference information for MARFORCOM Continuity and Emergency Operations.

	Phase
	Responsible Official
	
	Action
	Status

	Phase 1 – Readiness & Preparedness
	MARFORCOM
Dep CDR

	|_|
	Approve COOP Plan revisions and updates.
	

	
	
	|_|
	Designate MARFORCOM G3/5/7 as MARFORCOM COOP/CRC lead.
	

	
	
	|_|
	Plan, program and budget for MARFORCOM Continuity Operations.
	

	
	
	|_|
	Approve and direct MARFORCOM staff augmentation for Continuity/CRC activations.
	

	
	
	|_|
	Establish the MARFORCOM Continuity Working Group (CWG).
	

	
	
	|_|
	Direct integration of MARFORCOM CRC Operations into MARFORCOM Continuity Program.
	 

	
	
	|_|
	Conduct deliberate cross-walk of staff Continuity/CRC training and requirements IAW FCD-1,NCPIP, and DoD.
	

	
	
	|_|
	Coordinate MARFORCOM gap analysis of capabilities to support DoD continuity and develop mitigation strategies. 
	

	
	
	|_|
	Approve the continuity multi-year strategy and program management plan (MYSPMP).
	

	
	
	|_|
	Approve MARFORCOM TT&E program.
	

	
	
	|_|
	Develop, implement and exercise Devolution plans and procedures.
	

	
	MARFORCOM
A C/S
G3/5/7
	|_|
	Ensure availability of MARFORCOM trained core and augmentee staff.
	

	
	
	|_|
	Establish CRC and Standard Operating Procedures.
	

	
	
	|_|
	Recommend annual TT&E program.
	

	
	
	|_|
	Conduct individual and collective continuity operations training.
	

	
	
	|_|
	Manage MARFORCOM lessons learned, corrective action program.
	

	
	
	|_|
	Coordinate with HQ staff to build MARFORCOM CRC staffing plan.
	

	
	
	|_|
	Manage MARFORCOM transportation planning and execution program.
	

	
	
	|_|
	Manage the MARFORCOM Continuity Working Group (CWG) that will review and recommend policy/procedures and implement, as necessary, revisions to COOP Plans.
	

	
	
	|_|
	Approve training, tactics and procedures of Operations personnel that cover MARFORCOM COOP/emergency operations. 
	

	
	
	|_|
	 Monitor DoD, Intel, and Interagency continuity issues.
	

	
	
	|_|
	Develop an effective security strategy that addresses personnel, physical, and information security.
	

	
	
	|_|
	Establish and maintain a process to contact and account for all staff in the event of an emergency.
	

	
	
	|_|
	Identify and approve geographic dispersion of leadership, data storage, personnel, and other capabilities
	

	
	
	|_|
	Develop and administrate a continuity program budget and submit funding requirements to MARFORCOM leadership.
	

	
	MARFORCOM
A C/S
POCs
(G1,G2, G4,G8, G9)

 

 
	|_|
	Approve training, tactics and procedures of unit personnel that cover a liaison desk in the MARFORCOM CRC.
	

	
	
	|_|
	Designate in writing staff emergency relocation staff (ERS) and unit emergency planning coordinators (EPC) for additional duty. Upload letters to COOP roster database.
	

	
	
	|_|
	Collect, maintain and test unit recall duty rosters.
	

	
	
	|_|
	Support COOP Coordinator by participating in CWG meetings and action tasks.
	

	
	
	|_|
	 Coordinate and recommend inputs to MARFORCOM TT&E program.
	

	Phase 1- Readiness and Preparedness (continued)
	MARFORCOM
 COOP  
Manager
	|_|
	Formulate and provide COOP/COG familiarization training to non-essential personnel and specific training for ERS and EPC members including CRC augmentation staff duties, transportation plans, alert notification system, family readiness and accountability planning.  
	

	
	
	|_|
	Manage, coordinate and recommend inputs for COOP mission to MARFORCOM TT&E program.
	

	
	
	|_|
	Maintain MARFORCOM Continuity Plans.
	

	
	
	|_|
	Establish and maintain coordination procedures with G3/5/7 as necessary to support MARFORCOM CWG initiatives.
	

	
	
	|_|
	Facilitate the MARFORCOM CWG meetings, CRC operations, and coordinate with Section POCs in support to both.
	

	
	
	|_|
	Manage the MARFORCOM GETS Card program.
	

	
	
	|_|
	Manage alternate sites coordination and logistics requirements for COOP events.
	

	
	
	|_|
	Maintain the COOP unclassified and classified web portals.
	

	
	MARFORCOM
A C/S
G1
	|_|
	Coordinate and recommend inputs for all human capital issues for COOP/emergency activations.
	

	
	
	|_|
	Implement a process to communicate human capital guidance for emergencies (pay, leave, staffing and other human resources flexibilities) to managers and make staff aware of that guidance in an effort to help organizations continue essential functions during an emergency.
	

	
	
	|_|
	Provide familiarization training to staff on DoD Readiness Reporting System (RRS) reporting.
	

	
	
	|_|
	Support COOP Coordinator by participating in CWG meetings and action tasks.
	

	
	MARFORCOM
 A C/S
G6-CIO
	|_|
	Plan, program and budget IT/Comms requirements, logistics, fielding and life-cycle sustainment.
	

	
	
	|_|
	Coordinate and recommend inputs for IT/Comms support to MARFORCOM CRC and TT&E program. 
	

	
	
	|_|
	Conduct periodic tests to ensure equipment is operational.
	

	
	

	|_|
	Establish and maintain continuity and devolution site(s) IT/Comms capabilities based on mission essential functions requirements for backup systems and vital records accessability.
	

	
	
	|_|
	Support COOP Coordinator by participating in CWG meetings and action tasks.
	

	
	MARFORCOM
Emergency Mgt 
Officer
	|_|
	Manage the MARFORCOM Emergency Response Plan (ERP), Crisis Management Plan (CrMP), and associated SOPs.
	

	
	
	|_|
	Assist the Dep Cdr with MARFORCOM CWG administration.
	

	
	
	|_|
	Conduct COOP/EM test, training, and exercises and education.
	

	
	MARFORCOM
CRC
	|_|
	Provide context, scope and perspective on issues that may impact COOP operations.
	

	
	
	|_|
	Maintain situational awareness of potential, developing or ongoing events that affect COOP.
	

	
	
	|_|
	Monitor the location and status of key personnel.
	

	
	
	|_|
	Collect, produce, synthesize and distribute situation reports, decision briefs to leadership and decision makers.
	

	
	
	|_|
	Draft, coordinate, and distribute a family of fully layered and synchronized CRC SOPs, ensuring interoperability and compatibility throughout the command.
	

	
	
	|_|
	Maintain CRC operational readiness through development of and participation in regularly scheduled training and exercises with continuity and incident management communities.
	

	                                                                                            Phase 2 – Alert and Relocation
	MARFORCOM
Dep CDR
 
	|_|
	Activate COOP. (Continuity site decision-alternate vs. devolution site)
	

	
	
	|_|
	Activate MARFORCOM CRC.
	

	
	
	|_|
	Direct implementation of RRS reporting to HQMC Continuity Mgr.
	

	
	
	|_|
	Direct Transportation Plans.
	

	
	
	|_|
	Begin MARFORCOM continuity impact assessments.
	

	
	
	|_|
	Maintain communications with HQMC COOP CRC.
	

	
	MARFORCOM
A C/S
G3/5/7
	|_|
	Prepare MARFORCOM CRC for shifts, 24/7 coverage, site security.
	

	
	
	|_|
	Monitor all MARFORCOM CRC actions and products produced.
	

	
	
	|_|
	Make recommendations to CDR regarding continuity issues.
	

	
	
	|_|
	Request additional MARFORCOM resources as necessary to conduct MEFs.
	 

	
	
	|_|
	Establish and maintain MARFORCOM CRC battle rhythm for duration.
	

	
	MARFORCOM
A C/S
POCs
(G1,G2, G4,G8, G9)
	|_|
	Establish and maintain connectivity between MARFORCOM CRC and all other locations where unit personnel are supporting MARFORCOM MEFs.
	  

	
	
	|_|
	Commence unit data collection (Readiness Reporting System (RRS), accountability, damage status, etc)
	

	
	
	|_|
	Provide a liaison to the MARFORCOM CRC.
	

	
	
	|_|
	Determine need for and coordinate additional resources.
	

	
	
	|_|
	Direct and evaluate risk assessment of data and/or missing reports.
	

	
	
	|_|
	Commence Continuity Status Report (CSR) data collection.
	

	
	MARFORCOM
 COOP  
Manager
	|_|
	Establish and maintain connectivity between MARFORCOM COOP desk and all other locations where COOP personnel are supporting MEFs.
	

	
	
	|_|
	Alert alternative and devolution sites of activation through MARFORCOM CRC.
	

	
	
	|_|
	Assist G3/5/7 in managing MARFORCOM CRC operations.
	

	
	
	|_|
	Identify MARFORCOM CRC replacement personnel and augmentees.
	 

	
	
	|_|
	Notify the HQMC Continuity Mgr and all other appropriate POCs of the agency’s alternate location, operational and communications status, and anticipated duration of relocation.
	

	
	MARFORCOM 
A C/S
G1
	|_|
	Establish and maintain connectivity between MARFORCOM CRC and all other locations where HR personnel are supporting MEFs.
	

	
	
	|_|
	In coordination with unit POCs, conduct accountability analysis of continuity personnel.
	

	
	
	|_|
	Begin aggregation of unit data for the Continuity Status Report and update hourly.
	

	
	MARFORCOM
A C/S
G6-CIO
	|_|
	 Prepare CRC to receive staff, conduct connectivity tests.
	

	
	
	|_|
	Establish and maintain connectivity between MARFORCOM IT/Comms desk and all other locations where IT personnel are supporting MEFs.
	

	
	MARFORCOM
Emergency Mgt 
Officer 
	|_|
	Establish and maintain connectivity between EM desk and all other locations where EM personnel are supporting MEFs.
	

	
	
	|_|
	 Assist G3/5/7 in managing MARFORCOM CRC operations.
	

	
	MARFORCOM 
CRC 
	|_|
	 Prepare MARFORCOM CRC to receive augmentee staff. 
	

	
	
	|_|
	Alert leadership and decision-makers to potential, developing or ongoing events that may affect continuity.
	

	
	
	|_|
	Activate CRC crisis management procedures and maintain continuous communications connectivity with Higher HQ.
	

	
	
	|_|
	Provide command and control of all organizational elements during activation and relocation to include commencement of mass alert notifications, personnel accountability reporting,  situation reporting and analysis of COOP actions for feasibility and execution.
	

	
	
	
	
	

	                                                                                            Phase 3 – Continuity Operations
	MARFORCOM
Dep CDR
 
	|_|
	Keep HQMC CRC apprised of senior leader priorities/issues.
	

	
	
	|_|
	Oversee RRS reporting.
	

	
	
	|_|
	Account for all MARFORCOM staff. Ensure family accountability systems are operational and staffed.
	

	
	
	|_|
	Continue MARFORCOM continuity impact assessments.
	

	
	
	|_|
	Maintain communications with HQMC Continuity Mgr.
	

	
	
	|_|
	Determine MARFORCOM reconstitution process.
	

	
	MARFORCOM
A C/S
G3/5/7
	|_|
	Prepare MARFORCOM for shifts, 24/7 coverage.
	

	
	
	|_|
	Monitor all MARFORCOM actions and products produced.
	

	
	
	|_|
	Make recommendations to CDR regarding continuity issues.
	

	
	
	|_|
	Request additional MARFORCOM resources as necessary.  
	

	
	
	|_|
	Establish and maintain MARFORCOM CRC battle rhythm for duration.
	

	
	
	|_|
	Coordinate with federal, state, or local officials as needed for support to reconstitute operations.
	

	
	
	|_|
	Direct and evaluate risk assessment of MARFORCOM staff to Federal COOP/COG operations.
	

	
	MARFORCOM
A C/S
POCs
(G1,G2, G4,G8)
	|_|
	Maintain connectivity between MARFORCOM CRC and all other locations where unit personnel are supporting MEFs.
	

	
	
	|_|
	 Determine need for and coordinate additional resources.
	

	
	
	|_|
	Prepare for reconstitution procedures.
	

	
	
	|_|
	Maintain RRS reporting updates for higher HQ inputs as required.
	

	
	MARFORCOM
 COOP  
Manager
	|_|
	Maintain connectivity between MARFORCOM COOP desk and all other locations where COOP personnel are supporting MEFs.
	

	
	
	|_|
	 Facilitate MARFORCOM CRC Operations in support to the G3/5/7.
	

	
	
	|_|
	 Prepare for reconstitution procedures.
	

	
	MARFORCOM
A C/S
G1
	|_|
	Maintain connectivity between MARFORCOM CRC HR desk and all other locations where HR personnel are supporting MEFs.

	

	
	
	|_|
	Prepare for reconstitution procedures.
	

	
	MARFORCOM
A C/S
G6-CIO

	|_|
	 Provide recommendations for devolution/relocation should IT/Comms become inoperable for an extended period of time.
	

	
	
	|_|
	 Prepare for reconstitution procedures.
	

	
	MARFORCOM
Emergency Mgt 
Officer 
	|_|
	 Assist MARFORCOM CRC Operations in support to the G3/5/7.
	

	
	
	|_|
	Prepare for reconstitution procedures.
	

	
	MARFORCOM
CRC
	|_|
	Maintain personnel accountability and continuity status report data.
	

	
	
	|_|
	Maintain continuous command and control, communications connectivity and situation reporting during this phase.
	

	
	
	|_|
	Prepare for reconstitution procedures.
	

	
	
	
	
	

	                                                                       Phase 4 – Reconstitution
	MARFORCOM
Dep CDR

	|_|
	Initiate order for MARFORCOM to reconstitute to normal operations.
	

	
	
	|_|
	Brief HQMC and MARFORCOM leadership on status and final MARFORCOM/facility impacts.
	

	
	
	|_|
	Approve executable transition plan to return to normal operations.
	

	
	
	|_|
	Approve MARFORCOM Remedial Action Plan.
	

	
	
	|_|
	Communicate reconstitution to HQMC CRC.
	

	
	MARFORCOM
A C/S
G3/5/7
	|_|
	Inform MARFORCOM CRC to reconstitute and recommend to CDR a priority based transition plan to normal operations.
	 

	
	
	|_|
	Ensure an effective transition or recovery of vital records and databases and other records.
	

	
	
	|_|
	 Consolidate all logs, reports, messages, and any other documents 
 used and received while working in the MARFORCOM CRC for lessons learned development.
	

	
	
	|_|
	Provide a recommended Remedial Action Plan to CDR.
	

	
	MARFORCOM
A C/S
POCs
(G1,G2, G4,G8, G9)
	|_|
	Inform Staffs to reconstitute to normal operations.
	

	
	
	|_|
	Report final CSR report changes to MARFORCOM CRC for consolidation and delivery to the HQMC Continuity Mgr.
	

	
	
	|_|
	Provide inputs to the Remedial Action Plan.
	

	
	
	|_|
	Ensure an effective transition or recovery of vital records and databases and other records.
	

	
	
	|_|
	Consolidate all logs, reports, messages, and any other documents used and received while working in the MARFORCOM CRC for lessons learned development.
	 

	
	MARFORCOM
 COOP  
Manager
	|_|
	Assist MARFORCOM CRC in reconstituting to normal operations.
	

	
	
	|_|
	Provide inputs to the Remedial Action Plan.
	 

	
	
	|_|
	Ensure an effective transition or recovery of COOP vital records and databases and other records.
	

	
	
	|_|
	Consolidate all logs, reports, messages, and any other documents used and received while working in the MARFORCOM CRC for lessons learned development.
	

	
	MARFORCOM
A C/S
G1
	|_|
	Inform Staff to reconstitute to normal operations.
	

	
	
	|_|
	Provide inputs to the Remedial Action Plan.
	

	
	
	|_|
	Ensure an effective transition or recovery of vital records and databases and other records
	

	
	
	|_|
	Consolidate all logs, reports, messages, and any other documents used and received while working in the CRC for lessons learned development.
	

	
	MARFORCOM
A C/S
G6-CIO
	|_|
	 Inform IT staff to reconstitute to normal operations.
	

	
	
	|_|
	Verify that all systems, communications, and other required capabilities are available and operational and that MARFORCOM is fully capable of accomplishing all essential functions and operations at the new or restored facility.
	

	
	 
	|_|
	 Provide inputs to the Remedial Action Plan.
	

	
	
	|_|
	Consolidate all logs, reports, messages, and any other documents used and received while working in the MARFORCOM CRC for lessons learned development.
	 

	
	MARFORCOM
Emergency Mgt 
Officer
	|_|
	Assist MARFORCOM CRC in reconstituting to normal operations.
	

	
	
	|_|
	Provide inputs to the Remedial Action Plan.  
	

	
	
	|_|
	Consolidate all logs, reports, messages, and any other documents used and received while working in the MARFORCOM CRC for lessons learned development
	

	
	MARFORCOM
CRC
	|_|
	Maintain Situational Awareness of command.
	

	
	
	|_|
	Develop inputs from CRC staff, provide recommendations to decision-makers for timing, logistics and tasks required to complete reconstitution.
	

	
	
	|_|
	Provide inputs to the Remedial Action Plan.
	

	
	
	|_|
	Consolidate all logs, reports, messages, and any other documents used and received while working in the MARFORCOM CRC for lessons learned development.
	








ANNEX C – CONTINUITY COMMUNICATIONS

C - 1   CONTINUITY COMMUNICATIONS SYSTEMS

	(1)   CONTINUITYCOMMUNICATIONS & INFORMATION MANAGEMENT SYSTEMS
(List and describe all continuity communications and information management systems utilized to execute MEFs at the alternate facility: provide description of purpose and access procedures for secure/non-secure networks, hardware, software programs, telephone/fax, teleconferencing, and other systems as appropriate). 

	
C - 2   ALTERNATE SITE CONNECTIVITY

	(List and provide line drawings of IT connectivity in all ERS workspace and any specific instructions for operation/access)

C – 3  CONTINUITY MESSAGES

	(Provide actual or sample messages utilized in continuity operations, including instructions for initial release, dissemination as appropriate.  Examples of messages include:

	(1)  NOTIFICATION OF COOP PLAN ACTIVATION

	(2)  CRISIS COMMUNICATION
		a.   CRC ACTIVATION
		b.   ALTERNATE FACILITY ACTIVATION
		c.   CRC DEACTIVATION
		e.   ALTERNATE FACILITY DEACTIVATION
		f.    TRANSFER OF RESPONSIBILITY (DEVOLUTION)  

C – 4	CONTINUITY STAFF CONTACT ROSTER
(Include contact rosters for ERS; adjacent, supporting, and higher commands; other agencies as appropriate)	

C – 5   SIPRNET VIDEOTELECONFERENCING
(Describe procedures and addresses for secure teleconferencing if appropriate) 



ANNEX D – PANDEMIC RESPONSE (Included with this template)



ANNEX E 
 EMERGENCY OPERATING PLAN

E - 1   BACKGROUND

GENERAL:  

a. (Insert organization) directorates maintain specific responsibilities before, during, and after a continuity event to ensure the successful performance of (Insert organization) Mission Essential Functions.  These responsibilities were identified through a business process analysis (BPA) to determine those critical functions performed in direct support of or necessary to assure the implementation of the (Insert organization) MEFs.   

b. The Concept of Operations portion of this COOP plan utilizes four phases of continuity for plan execution (I- Readiness and Preparedness; II- Activation and Relocation; III- Continuity Operations; IV- Reconstitution).  Critical command element activities in support of (Insert organization) MEFs are carried out during each of these phases. This section contains those emergency actions required by MARFORCOM staff for emergency operations during a COOP activation.
 
(List all organizational elements of command that support the organization’s Mission Essential Functions.  Through conduct of a Business Process Analysis, determine those critical tasks performed by the command elements during the phases described above)


E – 2   (Insert organization) RESPONSIBILITIES DURING CONTINUITY AND EMERGENCY OPERATIONS

Suggestion:  Chart each command element’s critical tasks during continuity phases in a table in this section.






 




APPENDIX A – ACRONYMS & GLOSSARY OF TERMS
(Add or subtract acronyms/terms as appropriate for your organization)

ACRONYMS
A
ACMC - Assistant Commandant of the Marine Corps
AH - Alternate Headquarters
AMS - Augmentation Mission Staff – staffs the MCCC
A & N - Alert & Notification
AO - Action Officer
AT/FP - Anti-Terrorism / Force Protection
AVN – Aviation

C
CAC - Crisis Action Cell 
CAP – Corrective Action Program
CAT - Crisis Action Team
CBRNE - Chemical, Biological, Radiological, Nuclear and Explosive
CJCS - Chairman of the Joint Chiefs of Staff
COG – Continuity of Government
COGCON - Continuity of Government Readiness Condition
COOP - Continuity of Operations
CMC - Commandant of the Marine Corps
CNO - Chief of Naval Operations
CRC - Crisis Response Center

D
DC - Deputy Commandant
DCNO - Deputy Chief of Naval Operations
DC/PP&O – Deputy Commandant / Plans, Policies & Operations
DCS - Deputy Chief of Staff
DEFCON – Defense Condition
DISN – Defense Information Systems Network
DMCS - Director, Marine Corps Staff
DoD – Department of Defense

E
EA - Executive Assistant
ECG - Enduring Constitutional Government
EPC - Emergency Planning Coordinator (HQ Continuity Planners)
ERS - Emergency Relocation Staff (Continuity Personnel)

F
FPCON – Force Protection Condition

H
HQAF - Headquarters, U.S. Air Force
HQDA - Headquarters, U.S. Army

HQMC - Headquarters, U.S. Marine Corps
HSAS – Homeland Security Advisory System

I
IGMC - Inspector General of the Marine Corps

J
JAD - Judge Advocate Division
JEEP - Joint Emergency Evacuation Plan
JS - Joint Staff
JSB - Joint Staff Branch (USMC)

L
LNO - Liaison Officer
LRCC - Logistics Readiness Coordination Center (USMC)

M
MARFORCOM – Marine Forces Command
MARFORPAC – Marine Forces Pacific
MARFORRES – Marine Forces Reserve
MCB - Marine Corps Base
MCOC - Marine Corps Operations Center 
MCE-R - Marine Corps Element at Site R
MCEN – Marine Corps Enterprise Network
MCNOSC – Marine Corps Network Operations and Security Center
MEF - Mission Essential Functions
MILDEP - Military Deputy (Army)
MILSEC - Military Secretary (USMC)
M&RA - Manpower and Reserve Affairs
MYSPMP – Multi Year Strategy & Program Management Plan

N
NAOC - National Airborne Operations Center
NCR - National Capitol Region
NCSD – National Communications System Directive
NEF – National Essential Function
NGA - National Geospatial Agency
NIPRNet - Non-classified Internet Protocol Network
NMCC - National Military Command Center
NMCC-R - National Military Command Center at Site R
NMCS - National Military Command System
NMJIC - National Military Joint Intelligence Center (NMCC)
NSPD-51/HSPD-20 – National Security Presidential Directive / Homeland Security Presidential Directive (National Continuity Policy)

O
OLA - Office of Legislative Affairs
OPNAV - Department of the Navy Headquarters
OSD - Office of the Secretary of Defense

P
PA - Public Affairs Division
PFPA – Pentagon Force Protection Agency
PI – Pandemic Influenza
PL - Strategy and Plans Division
PMEF – Primary Mission Essential Function
PO - Operations Division
POC - Current Operations Branch
POV - Privately Owned Vehicle
PPO - Plans, Policies and Operations
P&R - Programs and Resources
PS - Security Division 
PTDO - Prepare to Deploy Order

R
RRMC - Raven Rock Mountain Complex (Site R)

S
SCIF - Special Compartmented Information Facility
SECAF - Secretary of the Air Force
SECARMY - Secretary of the Army
SECDEF - Secretary of Defense
SECNAV - Secretary of the Navy
SIPRNet - Secret Internet Protocol Network
SITE R - DoD relocation facility at Raven Rock Mountain Complex
SJA - Staff Judge Advocate
SOP - Standard Operating Procedure(s)

T
TT&E – Test, Training and Exercise Program

V
VCS - Vice Chief of Staff

W
WHS – Washington Headquarters Service
WTC - Watch Team Chief	


GLOSSARY OF TERMS

Activation – Once a continuity of operations plan has been implemented, whether in whole or in part, it is considered “activated.”

All-hazards – The spectrum of all types of hazards including accidents, technological events, natural disasters, terrorist attacks, warfare, and chemical, biological including pandemic influenza, radiological, nuclear, or explosive events.



Alternate facilities – Locations, other than the primary facility, used to carry out essential functions, particularly in a continuity event.  “Alternate facilities” refers to not only other locations, but also nontraditional options such as working at home (“teleworking”), telecommuting, and mobile-office concepts.

Business impact analysis (BIA) – A method of identifying the effects of failing to perform a function or requirement.

Business process analysis (BPA) – A method of examining, identifying, and mapping the functional processes, workflows, activities, personnel expertise, systems, data, and facilities inherent in the execution of a function or requirement.

Catastrophic emergency – Any incident, regardless of location, that results in extraordinary levels of mass casualties, damage, or disruption severely affecting the U.S. population, infrastructure, environment, economy, or government functions.

Communications – Voice, video, and data capabilities that enable the leadership and staff to conduct the mission essential functions of the organization.  Robust communications help ensure that the leadership receives coordinated, integrated policy and operational advice and recommendations and will provide the ability for governments and the private sector to communicate internally and with other entities (including with other Federal agencies, State, local, territorial, and tribal governments, and the private sector) as necessary to perform their Mission Essential Functions (MEFs). 

Continuity – An uninterrupted ability to provide services and support, while maintaining organizational viability, before, during, and after an event.

Continuity capability – The ability of an organization to continue to perform its essential functions, using continuity of operations and continuity of government programs and continuity requirements that have been integrated into the organization’s daily operations, with the primary goal of ensuring the preservation of our form of government under the Constitution and the continuing performance of National Essential Functions (NEFs) under all conditions.  Building upon a foundation of continuity planning and continuity program management, the pillars of a continuity capability are leadership, staff, communications, and facilities. 

Continuity of Government – A coordinated effort within the Federal Government’s executive branch to ensure that NEFs continue to be performed during a catastrophic emergency. 

Continuity of Operations– An effort within individual agencies to ensure they can continue to perform their Mission Essential Functions (MEFs) and Primary Mission Essential Functions (PMEFs) during a wide range of emergencies, including localized acts of nature, accidents, and technological or attack-related emergencies. 

Continuity event – Any event that causes an agency to relocate its operations to an alternate or other continuity site to assure continuance of its essential functions.



Continuity personnel - Those personnel, both senior and core, who provide the leadership advice, recommendations, and functional support necessary to continue essential operations.

Corrective action program (CAP) – An organized method to document and track improvement actions for a program. The CAP System is a web-based tool that enables
Federal, State, and local emergency response and homeland security officials to develop, prioritize, track, and analyze corrective actions following exercises or real world incidents. Users may enter data from a finalized After Action Report/Improvement Plan, track the progress of corrective action implementation, and analyze and report on trends in improvement plans.

Delegation of authority – Identification, by position, of the authorities for making policy determinations and decisions at headquarters, field levels, and all other organizational locations.  Generally, pre-determined delegations of authority will take effect when normal channels of direction have been disrupted and will lapse when these channels have been reestablished.

Devolution – The capability to transfer statutory authority and responsibility for essential functions from an agency’s primary operating staff and facilities to other agency employees and facilities, and to sustain that operational capability for an extended period.

Drive-away kit – A kit prepared by, and for, an individual who expects to deploy to an alternate location during an emergency.  The kit contains items needed to minimally satisfy an individual’s personal and professional needs during deployment.

Emergency operating records – Records that support the execution of an agency’s essential functions.

Emergency relocation staff (ERS) – Pre-designated staff who move to an alternate facility to continue essential functions in the event that their normal work locations are threatened or have been incapacitated by an incident.

Essential functions – The critical activities performed by organizations, especially after a disruption of normal activities.  There are three categories of essential functions: National Essential Functions (NEFs), Primary Mission Essential Functions (PMEFs), and Mission Essential Functions (MEFs). 

Federal Continuity Directive (FCD) – A document developed and promulgated by DHS, in coordination with the Continuity Advisory Group and in consultation with the Continuity Policy Coordination Committee, which directs executive branch departments and agencies to carry out identified continuity planning requirements and assessment criteria. 

Government Functions – Government functions include both the collective functions of the heads of agencies as defined by statute, regulations, presidential direction, or other legal authority, and the functions of the legislative and judicial branches.




Homeland Security Advisory System – A series of tools used by DHS that provide the public with guidance on the status of the nation’s homeland security.  The system combines threat information with vulnerability assessments, and communicates this information to public safety officials and the public.  The system includes Homeland Security Threat Advisories, Homeland Security Information bulletins, and the Threat Level System.

Hot Site – An alternate facility that already has in place the computer, telecommunications, and environmental infrastructure required to recover critical business functions or information systems. 

Interoperability – “Interoperability” has two meanings: (1) The ability of systems, personnel, or agencies to provide services to and accept services from other systems, personnel, or agencies, and to use the services so exchanged so that these organizations can operate together effectively; (2) A condition that is realized among electronic-communications operating systems or grids and/or among individual electronic-communications devices, when those systems and/or devices allow the direct, seamless, and satisfactory exchange of information and services between the users of those systems and devices.

Interoperable communications – Communications that provide the capability to perform essential functions, in conjunction with other agencies, under all conditions.

Mission Essential Functions (MEFs) – The limited set of agency-level Government functions that must be continued throughout, or resumed rapidly after, a disruption of normal activities.

Multiyear strategy and program management plan – A process that ensures the maintenance and continued viability of continuity plans. 

National Communications System (NCS) – A system governed by Executive Order 12472 and comprised of the telecommunications assets of 24 Departments and Agencies. DHS serves as the Executive Agent for the NCS, which is responsible for assisting the President, the National Security Council, the Director of OSTP, and the Director of OMB in (1) the exercise of telecommunications functions and their associated responsibilities and (2) the coordination of planning for providing the Federal Government, under all circumstances (including crises and emergencies, attacks, and recovery and reconstitution from those events), with the requisite national security and emergency preparedness communications resources.

National Continuity Policy – It is the policy of the United States to maintain a comprehensive and effective continuity capability composed of Continuity of Operations and Continuity of Government programs in order to ensure the preservation of our form of government under the Constitution and the continuing performance of National Essential Functions under all conditions. 

National Essential Functions (NEFs) – The eight functions the President and the Nation’s leadership will focus on to lead and sustain the Nation during a catastrophic emergency; NEFs, therefore, must be supported by COOP and COG capabilities.

National Exercise Program – The NEP is the Nation’s overarching exercise program formulated by the National Security Council / Homeland Security Council, and executed by the Federal Interagency. All interagency partners have adopted HSEEP as the methodology for all exercises that will be conducted as part of the National Exercise Program.
Normal operations – Generally and collectively, “normal operations” refer to the broad functions undertaken by an organization when it is assigned responsibility for a given functional area; these functions include day to day tasks, planning and execution of tasks.
Orders of succession – Provisions for the assumption by individuals of senior agency office leadership positions during an emergency in the event that any of those officials are unavailable to execute their legal duties.
Plan – A proposed or intended method of getting from one set of circumstances to another.  A plan is often used to move from the present situation towards the achievement of one or more objectives or goals.
Program – A group of related initiatives managed in a coordinated way, so as to obtain a level of control and benefits that would not be possible from the individual management of the initiatives.  Programs may include elements of related work outside the scope of the discrete initiatives in the program. 
Primary Mission Essential Functions (PMEFs) – Those department and agency Mission Essential Functions, validated by the NCC, which must be performed in order to support the performance of NEFs before, during, and in the aftermath of an emergency.  PMEFs need to be continuous or resumed within 12 hours after an event and maintained for up to 30 days or until normal operations can be resumed.
Readiness Reporting System (RRS) – Department of Homeland Security program to collect and manage continuity capability data and assessments of executive branch departments and agencies, and monitor their status to perform their Priority Mission Essential Functions (PMEFs) in support of the National Essential Functions (NEFs).  The RRS will be used to conduct assessments and track capabilities at all times, under all conditions, to include natural disasters, manmade incidents, terrorism, and war.
Reconstitution – The process by which surviving and/or replacement agency personnel resume normal agency operations from the original or replacement primary operating facility. 
Recovery – The implementation of prioritized actions required to return an organization’s processes and support functions to operational stability following an interruption or disaster. 
Rights and interests records – Records that are necessary to protect the legal and financial rights of both the Federal Government and the persons who are affected by its actions.
Risk analysis – The process by which risks are identified and evaluated. 
Risk assessment – The identification and assessment of hazards.

Risk management – The process of identifying, controlling, and minimizing the impact of events whose consequences are or may be unknown, or events that are themselves fraught with uncertainty. 
Telework – The ability to work at a location other than the official duty station to perform work or emergency duties. This may include, but is not limited to, using portable computers, personal computers, high-speed telecommunications links, and mobile communications devices.
Testing, training, and exercises (TT&E) – Measures to ensure that an agency’s continuity plan is capable of supporting the continued execution of the agency’s essential functions throughout the duration of a continuity situation.
Virtual offices – An environment where employees are not collocated and rely exclusively on information technologies to interact and conduct their work across distance from multiple geographic locations.
Vital records – Electronic and hardcopy documents, references, and records that are needed to support essential functions during a continuity situation.  The two basic categories of vital records are (1) emergency operating records and (2) rights and interests records.
Warm Site – An alternate facility that is equipped with some computer, telecommunications, other information technology, and environmental infrastructure, which is capable of providing backup after additional personnel, equipment, supplies, software, or customization are provided.




APPENDIX B– DISTRIBUTION

List the organizations (internal and external) that will receive a copy of the Command’s COOP Plan

image2.png
HIGH

BloLoGICAL
cHEMICAL

mpacton NUCLEAR

Capabitties .. sasoTacE
CONVENTIONAL EXPLOSIVES
HURRICANE FLooD
CIVILDISORDER NATURAL DISASTER ToRNADO
caBLecuT sTorms

Low

oW e Brobabilityof Occurrence. e hteH




image3.png
Risk Management

Risk
Assessment

Risk
Response

f Risk Assessment

Threats/
Hazards

Vulnerablllty

Impact

Risk Response

Mitigation Reconstitution





image1.png




